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OZET

BAGLANTISIZ WEB UYGULAMALARININ FELAKETLERE
MUDAHALEDE BIiLGI YONETIMINDE KULLANILMASI

Deprem, sel , su taskinlari, kargasa ve savas gibi felaket durumlarinda insani
yardimda bulunan ekiplerin koordinasyonu icin saglikli bir sekilde bilgi paylasimina
ihtiya¢ duyulmaktadir. Yaptigimiz bu ¢alismada insani yardim ekiplerinin saglikli bir
sekilde bilgi paylasabilecekleri her Bilgi Yonetim Sisteminde olmasi gereken diisiik
kalitedeki ag baglantis1 iizerinden veri aktarimi Ozelligini saglayacak bir yapi1
olusturmay1 amacladik. Onerilen sistem internet teknolojilerine baglantisiz (offline)
calisma yetenegi kazandirarak giivenilir bir bilgi paylasim ortami saglamayi
amaglamaktadir. Genel olarak kullanici tabanli uygulamalarla kiyasladiginda, internet
uygulamalar1 pek cok farkli aktdrden ve platformdan bilgi toplama konusunda
avantajlara sahip olmaktadir, fakat giivenilir bir ag baglantisinin olmadig1 durumlarda
internet uygulamalar1 bilgi aktarimi 6devlerini yerine getirememektedir. Alt yapinin
ciddi bir sekilde etkilendigi felaket ortamlarida bu sekilde saglikli bir ag baglatisinin
saglanamadig1 ortamlardir. Yapilan g¢alismayla internet teknolojilerine baglantisiz
calisabilme 6zelligi kazandirilarak Tirk Kizilay’i, AKUT, NATO, Ordu ve benzeri
yardim kuruluslarmin kullandigi sistemlere “giivenilir bir veri paylasim” ozelligi
kazandiracak bir yap1 olusturulmaya ¢alisildi. XML paket sikistirma, oncelikli paket
transferi ve web servis tekniklerini kullanarak olusturulan ¢6zim, yapilan testlerde
%50 ye kadar paket kaybinin yasandigi 28.8 ve 56 kbps hizlarina sahip diisiik kaliteli
baglantilarda beklenilen sonuclar elde edilmistir. Boylelikle tiim verilerin bu baglant1

iizerinden aktarimi saglanmistir.

Ocak/2010 Erdal Taner TUMER
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ABSTRACT

KNOWLEDGE MANAGEMENT ESTABLISHMENT FOR
SUPPORTING DISASTER RESPONSE WITH OFFLINE WEB
APPLICATION

During the response to disaster situations such as earthquake, flood, military conflicts
and riots it is necessary to collect information as soon as possible in order to coordi-
nate response. This study aimed to provide a reliable framework for any Disaster
Knowledge Management System that operates on disaster conditions and requires
provision of reliable data transfer functionality over low quality networks. By using
web technologies and a web tool with offline capacities the framework would assist
the response teams for their data collection and sharing needs. Web tools could pro-
vide many advantages to collect this from many different actors, compared to client
installed solutions. However in disaster environments web tools can not be used be-
cause they are depended on availability of the network connectivity and one of the
many facilities that are usually lacking in the field in emergencies, particularly in the
disaster areas where infrastructure has been affected, is network connectivity. In gen-
eral reliable and persistent Internet connection can not be present in these environ-
ments. By introducing offline capabilities to the web technologies, this framework
would provide a working solution that can operate on low quality networks. Project
will also provide a prototype application which implements the framework that simu-
lates the disaster response and aid system used by organizations such as Turkish Red
Crescent, AKUT, NATO, Military and others. The solution offered in this project
uses XML compression and packet prioritization and based on open source web tech-
nologies. The experiments done in the test environment provide promising results on
the low quality networks where the bandwidth is 28.8 kbps and 50% packet loss oc-
curred, the framework successfully transfer all the information where direct data

transfer failed.
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XML

PPM
SCMPPM
W3C
XCQ
DTD
Xebu
OPT
NAM
DATT
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PART I.

INTRODUCTION AND PROJECT DETAILS

FIGURE 1.1 I will be back

1.1 INTRODUCTION

“A disaster is the tragedy of a natural or human-made hazard (a hazard is a situation which
poses a level of threat to life, health, property, or environment) that negatively affects society
or environment.”[1] Unfortunately Turkey is a country which suffers many disasters frequent-
ly. The recent flood events in September 2009 and Izmit Earthquake in 1999 are some of the
recent and memorable disasters which took many lives and cause big economical loses. In or-
der to reduce the effects of the disasters and perform the disaster response and aid activities,
many private and public organizations are established and they are actively putting their ef-
forts to manage the risks and assist victims of the disaster incidents. These organizations place

their efforts immediately after disaster incident to assist and save the victims and minimize the



damage. In general, the teams belong to several different organizations are immediately spread
over the disaster area to save the victims. Depending on the size of the disaster the effected
area can be very big (as in the 1zmit Earthquake) so the number of organizations and teams
involved in this aid process will be quite many. In this type of situations a successful response
operation requires good coordination. According to “Afetler Kanunu Tasarisi” section 10[2],
the responsibility of coordinating all aid activities among different organizations is given to
the highest civilian authority in the effected area. For example in Istanbul this authority is be-

longs to Provincial Disaster and Emergency Directorate of Istanbul governorship [3].

Today different IT solutions implemented for assisting the Disaster Response Coordination
centers. The literature study done in the scope of this project indicates that these systems
which are planned or implemented in Turkey (Chapter 2) are generally answers need of plan-
ning and equipped with GIS and topographical databases. The Tirkiye Afet Bilgi Sistemi
(Turkish Disaster Information System)-TABIS, Mobil Sisli Afet Yonetim Sistemi and other
systems that are investigated during this study show that these systems depends on the availa-
bility of healthy network connectivity between server and clients. If the disasters like recent
flood in Istanbul considered, this dependency is a weak spot on these systems because that
particular event proves that even big mobile phone operators’ infrastructure can be affected by
the disaster and they could not serve for certain time period even though they have a remarka-
ble disaster recovery and backup systems. This identified issue became a trigger for this
project and the project tries to provide a solution which can assist the Disaster Information
Systems. The proposed solution offers a web based messaging framework which has offline

data collection capabilities and it can operate on low quality networks.

1.2 SCOPE

Today information exchange over network is done by many different technologies and many
messaging standards are generated. The SMTP, POP, HTTP, XML and X400 are some of the
standards used for majority of information exchange done over internet. As a one of the most
common information exchange standards the HTTP/XML based technologies are chosen as

messaging standard for this project.

In the scope of the project XML documents are used as messaging formats and HTTP protocol

used as message exchange protocol. The Web Service technology [4] is chosen for implement-



ing some of the programming logic because it allows a platform independent web based mes-
sage transfer capability. In this technology the main program execution is held on the server
side and between client and server only parameter exchange seen over HTTP protocol. Be-
cause the Web Service technology is an industry standard it is supported on all computational
platforms and majority of the software development tools.

The literature study shows that several IT systems developed or under development for help-
ing the disaster response. These systems mainly address management and planning part of the
disaster response and they depend on availability of network connectivity between response
teams and coordination centers. The project scope only covers the information exchange part
of such systems and offers reliable information exchange framework.

1.3 PROBLEM STATEMENT

As in all other areas information system solutions can provide critical aid to disaster relief and
rapid response operations. These solutions can offer logistic support, environmental and topo-
logical information, command control, information exchange and many other functionalities.
Because of all these functionalities different type of information systems are implemented for

assisting disaster response and coordination.

If the focus put on the coordination efforts of the disaster relief and response operations, dur-
ing these activities, which are done for the disaster situations such as earthquake, flood, mili-
tary conflicts and riots it is necessary to have reliable data collection and information ex-
change capabilities as soon as possible in order to coordinate response. In many locations the
disaster control centers are established by civilian authorities in order to coordinate the disas-
ter response and humanitarian aid activities. These establishments are supported with different
IT solutions which relay on the network availability for information exchange. However, one
of the many facilities that are usually lacking in such emergency situations, particularly in the
disaster areas where infrastructure has been severely damaged, is networking infrastructure.
When network connectivity cut or quality of the connectivity drops heavily, these IT solutions

will fail to fulfill their information exchange requirements.



1.4 APPROACH

The project aims to provide a generic methodology which can be adapted to different plat-
forms and solutions available on the market in order to solve the problem stated in previous
section. In order to satisfy this goal widely used and accepted industry standards are used in
the project. The web based technologies are playing important role on today’s information ex-
change tasks. It offers both interface and data collection capabilities and server based data sto-
rage and presentation functionalities. By considering this features of the web based technolo-
gies project will employ the web services [4] for performing message exchange between serv-
er and client sides. Because web services as in many web based technologies allow program-
mers to implement most of their application logic on the server side it provides platform inde-
pendence and a standard presentation layer to client applications. By using this presentation
layer client software can perform simple parameter exchange and web service function call in
order to complete its tasks. Also because web services built on HTTP protocol they are sup-
ported on all platforms, thus by employing web services, the project provide platform scalabil-

ity.

Another important part of the methodology is messaging between server and client. Here the
project uses an XML [5] standard as a messaging format. The project methodology collects
the user data as XML formatted messages at the client side and translates the received XML
messages to SQL queries at the server side. The execution of these queries on the server
RDBMS system will result as successful transfer of the client information. Same formatted
messages will also be used to transfer information from server to client. The project metho-
dology assumes that the SQL based RDBMS systems are widely used and implemented on the

different solutions.

Using XML formatted messages and plain data transfer may not be the most efficient way to
transfer data over problematic networks because XML tags increase amount of data trans-
ferred with in a single message frame, in order overcame this challenge the project employs
known compression algorithms. In the literature chapter different XML compression algo-

rithms are investigated and project also offers different selection of these algorithms.

Transferring messages that belongs to information exchange needs of the disaster response
situations require message prioritization. Here a message can contain information about gener-

ic situation of roads, environmental conditions and etc. or very critical information such as



how many injured people exist on the area, urgent medication requirement and etc. Depending
on importance of the information the general expectation from any information systems that is
used for message exchange in such environments, is high priority information transferred be-
fore the lower priority messages. In order to satisfy this expectation the project’s methodology
implements a prioritization schema, where users defines importance of the information and

framework transfer the messages accordingly.

One of the important situations that such prioritization schemas should consider is fair mes-
sage transfer; if the transfer medium capacity is limited (which is the case in the disaster situa-
tions) then rapid coming high priority messages can prevent the transfer of the lower priority
messages. In order to avoid such situation a variably weighted round robin (VWRR) schedul-
ing algorithm [6], which is originally proposed for core IP routers, is introduced the frame-
work, thus depending on average wait time in each priority queue, and queue sizes the longer

waiting messages can gain higher priority and fair chance for transfer.

1.5 OUTCOME

The framework implemented as a prototype application which is placed on a simulation envi-
ronment created with VMware Workstation [7] solution. On the simulation the success of this
information exchange framework is tested for different network conditions where bandwidth
varies between 28.8 Kbps and 1 Gbps, and network quality varies between 0% packet losses
and 80% packed loses. These network conditions are used for simulating the disaster envi-
ronments where networking infrastructure is affected and it does not provide persistent and
reliable connectivity. The framework provides promising results where it is able to transfer
information over low quality low bandwidth networks (with 50% packet loses) where standard

way of data transfers fails.



PART II.

BACKGROUND AND REVIEW OF LITERATURE

In this chapter, research results on previous studies and related work done on similar prob-
lems, web services, XML messaging and message prioritization methods are given. Those stu-

dies provide necessary background for this project.

1.1 DISASTER COORDINATION

Coordination of the disaster response is very important activity for saving lives and reducing
the effects of the incident. During the literature study, which is investigates both international
and national projects regarding available information systems on disaster response, following

information is obtained.

In Turkey the disaster response activities are regulated by “Disaster Law” [2]. In the law, the
generic regulations provided regarding responsible parties, legal issues, detection of the ef-
fected areas and etc. Also according to this law the main responsible body that should coordi-
nate the disaster relief operations is highest civil authority. In Turkey, the highest civil authori-
ty is city governorships. For example in Istanbul the Provincial Disaster and Emergency Di-
rectorate which is belongs to Istanbul governorship, is responsible for coordination of the dis-
aster response and relief operations. [8] In order to assist their operations this directorate uses
“Disaster Information System” [9]. This system provides key logistic information about im-
portant and critical sources (blood, medication and etc.), location of important buildings, to-
pographical information and etc. In general this system provides detailed knowledge base for

planning and coordination activities.

In 2001, the Turkish Ministry of Internal Affairs and the Istanbul Technical University signed
and agreement on development of Turkish Disaster Information System (TABIS) [10]. The

system uses remote sensing and global positioning technologies and it is proposes as a plan-



ning and decision support system for the responsible bodies. Also this project aims to provide

generic standards and to create a model for a disaster management information system.

In the Global Disaster Information Network Conference held in 2001, an overview study done
on National Disaster Management Information systems in Asia/Pacific region is presented
[11]. In the study the information needs for disaster systems are put into two categories; Pre
Disaster baseline data and Post Disaster real-time data. This study shows that many developed
systems are mainly aiming the pre disaster planning and coordination activities where the
baseline data is mainly used. By using the information gathered from this study and the Disas-
ter Information Systems that are mentioned earlier for Turkey can be categorized as Pre Disas-
ter systems.

All these studies show that several systems were developed for assisting coordination and
management of the disaster response/relief operations. Majority of systems that are investi-
gated depend on reliable network connectivity between hosts for providing information ex-
change. Many systems employ geographical information systems with GPS support to identify
the localization information without having any facility to handle environmental changes that
could happen after disaster (For example a powerful earthquake can change shape of the land-
scape). Even though best effort spent investigation of these systems, there isn’t any methodol-
ogy or framework found which clarifies how the information exchange schema works on unre-

liable and low quality networks.



1.2 XML DATA EXCHANGE

Extensible Markup Language (XML) [10] was born as flexible text format for electronic pub-
lishing. Today it plays very important role as data exchange format on Web. The project will
also use XML as a message exchanging format between server and client. Although usage of
XML as messaging format brings its benefits because it is designed as a text markup language
it brings a significant amount of overhead to the message. The additional tags and text conver-
sion increase the size of the message and cause this overhead. In order to overcome this over-
head problem there are several studies done on XML message compression methods and this

project will benefit these methods.

A highly efficient XML compression scheme for the Web was proposed by Skibin ski, Swacha,
and Grabowski [12]. When it is compared to previous methods like SCM-PPM [13], this
scheme provide better compression ratio and faster decompression time. In their study they
gather experimental results by comparing the available XML compression schemas and these
experimental results indicate that the new scheme can produce better network performance

because of better compression rates.

Having full compression in XML documents requires full decompression and extra perfor-
mance penalties during these compression and decompression operations. In order to access
the data with minimal processing overhead XCQ: A queriable XML compression system [14]
was offered. XCQ system employs Document Type Definition (DTD) and partial data com-
pression and decompression tools for providing queriable compressed XML document. When
the query executed over XCQ system only queried portion of the XML document decom-
pressed by using Partitioned Path-Based Data Grouping method thus extra processing over-

head of decompressing whole document avoided.

Another study which uses compression in order reduce network overload is “Efficient End to
End Data Exchange Using Configurable compression” study done by Wiseman and Schwan
[15]. In this study in order to provide better utilized network for distributed appliances a mid-
dleware solution with lossless compression is offered. Experimental results provided in this
paper indicates that the usage of compression algorithms indeed provide better network per-
formance because the transfer message sizes are reduced by compression method further more
because the study offers a middleware solution the complexity of the system isolated from ap-

plications.



In addition to studies on XML message compression methods, other studies which offer XML
message optimization methods are also investigated during this literature survey. One of the
important studies on this area offers “Xebu: A Binary Format with Schema-Based Optimiza-
tions for XML Data” [16] solution for Web Services on mobile appliances, where message
size is an issue for these systems. “Web services provide a standard means of interoperating
between different software applications, running on a variety of platforms and/or frameworks”
[4]. Web Services base on XML message exchange between server that host the service and
the client which uses or calls that Web Service. As in XML, the standards on Web Services
are also defined by W3C organization. Because Web Services uses XML messages, they can
have extra overhead due to XML and this overhead discourage usage of the Web Services on
the systems where network or data size is an issue. Xebu uses binary serialization format pre-
senting XML data and it reaches acceptable compact data for mobile networks without facing
processing penalties that standard compression methods faces.

A Dynamic Threshold Technique for XML Data Transmission on Networks introduced by
Huang, Ridgewell, and Sharma [17] in order to reduce amount of data transferred by XML
document. System uses XMill binary compression method and offers One Pass Technique
(OPT). The comparison made against the Network Adaptive Middleware (NAM) and OPT
techniques. On stable network environment OPT outperforms the NAM technique and pro-
vides 22.69% reduction on CPU usage and 4.61% reduction on network usage. Even though
the OPT technique is not suitable for low quality network environments the XMill compres-
sion method can improve the network performance. Later Huang and Sharma introduce An
Agent-Oriented Dynamic Adaptive Threshold Transmission for XML Data on Networks [18],
which is improvement of their original solution [17]. Unlike OPT the Dynamic Adaptive
Threshold Technique (DATT) tries to adapt the networking conditions by using agents. Here
an agent decide whether it will use compression or not according to file size and threshold
values. If the file size is above the threshold value DATT agent compress the XML file and

transfer to remote end.

As an important technology the web services are deployed more and more every day. This in-
creasing usage of the web services find increasing attention among the scientific communities
especially providing solutions to issues seen on this increased usage. The main issue is net-
working overhead that web services brought because of XML messaging overhead that the

studies on XML compressions are presented above. In order to provide a solution to resolve



overhead issues related to the web services, different studies done. One of them is done by
Ghandeharizadeh, Papadopoulos, Cai and Chintalapudi [19] and this study propose a middle-
ware solution which employs XML compression and tries to minimize the performance and

networking overheads.

The web base applications designed for mobile networks will also face networking issues, the
studies, which address this problem, can offer possible methods to assist the resolution of the
problem that this project tries to solve. The literature study done on mobile networks provide
some useful information on similar problems seen on this type of networks. A study that is
done by Kangasharju and Koskimies [20] offers a solution for optimization of XML data
transfer over mobile networks. Their study also bases on XML compression and they compare
their results for different compression schemas. In addition, they also used the Xebu [16] me-

thod with combination of GZIP compression in their comparisons.

A comprehensive study on XML compression methods and networking performances were
done by Toman [21]. In this study different compression methods and their performance are
evaluated. The information provided by this evaluation on different methods provides oppor-

tunity for identification main compression tool for the project.

1.3 MESSAGE PRIORITIZATION

All the studies on XML messaging and web services presented above provide a solution base
on compression which address network and processor overheads. However in order to provide
a reliable solution for the problem that this project aim to solve additional concerns have to be
addressed. The most important one is message prioritization, in order to get best usage of li-
mited networking capability prioritization schema has to be implemented for avoiding huge
amount of low priority data occupies the resources while high priority data waiting for transfer
slot. In order to provide reliable priority schema the previous studies on message prioritization

are investigated. In this subsection the result of this literature survey presented.

The competitive analysis of the Round Robin algorithm [22] is provided by Matsumoto. The
round robin algorithms commonly used for scheduling problems and different type of round

robin algorithms presented for handling priority queues mainly for networking.

10



The variably weighted round robin (VWRR) queuing for core IP routers [6] study introduces a
methodology for provision on Quality of Service (QoS) on core IP routers. In this technique
prioritization of the messages is done by adaptive weighting function, which calculates priori-
ties according to average lengths of the packages and size of waiting queue. The test results
provided in this study indicates that the proposed algorithm provide fairness while it is guaran-
teeing bandwidth over IP Networks. It is possible to adapt this technique application layer
priority based message queues to provide fair transfer to different messages with different

priorities.

The Dynamic Weighted Round Robin (DWRR) algorithm is used by Taeck-Geun Kwon,
Sook-Hyang Lee, and June-Kyung Rho [23] in order to handle QoS on real-time burst traffic
where strict delay and bandwidth requirements apply. Algorithm detects the busy flow to the
queues and increase the number of cells need to be served in each rotation. Experimental re-
sults indicate that DWRR provide fair transmission opportunity for the waiting cells which are
belong to heavy load flow.

Adaptive Prioritization scheme for Per-Flow Queuing based Bandwidth Management Systems
[24] study also introduces an important method for resolving fairness problem on priority
queues. The technique offered here bases scheduling decisions to the traffic patterns. Thus the
method maintains adaptability and dynamic prioritization for message flows and it favors in-

teractive sessions over bulk data transfers.

1.4 CONCLUSION

During this literature study, the resources that can assist the resolution of the problem that this
thesis aimed to solve are investigated. The main areas that are covered within this literature
survey are disaster coordination/management information systems, optimized XML messaging
and message prioritization. The previous resources show that the XML message optimization
can be achieved by using compression methods however in order to formulate fair solution
balance between processing time required for compression overhead and transmission time
has to be satisfied. In addition, because this project is implemented for poor quality networks
of disaster environments, message prioritization and scheduling algorithms investigated for

development of reliable information exchange solution. For this part of the solution different

11



variations of RR algorithm found and the experimental results given on the previous studies

provides promising fairness for an information exchange.
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PART III.

THE FRAMEWORK

Depending on many factors such as environment, disaster type, size of the disaster and etc. it
IS quite possible that the communication infrastructure could not support reliable networking.
In such cases two key functionalities expected from any information technology solution; of-
fline data collection and best possible information exchange over existing low quality connec-
tion. Our project proposes a solution framework equipped with different functionalities in or-
der to ensure reliable information exchange between disaster response teams and coordination

centers over unreliable network. The functionalities offered in the framework are;

e Offline data collection capability, which allows the client applications collect data

without requiring persistent connection to central databases.

e Generic client and server interface for external applications, where external applica-
tions use this interfaces for their information exchange needs between server and client
sides. In current implementation our study focuses on supporting applications which

uses open database management systems with SQL support.

e \Web Service interface for supporting platform independence and sharing operational

functionality.

e XML based messaging schema, which employs data compression and message priori-

tization.
e Verification and validation of the transferred data with MD5 checksum.

All these functionalities are implemented by using modular design. This modular design of the
message exchange with in the framework is shown on Figure I11.1. In the design the project
implements different components which performs different set of the functionalities and fol-

lowing sections will details these components.
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FIGURE I11.1 Message Flow (Client-Server)
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The message exchange between external applications and framework is done by using generic
XML formatted messages. The generic XML format (Figure 111.2) created for receiving mes-

sage from external applications that are used for crisis response operations. The information

captured from this formatted messages will be transferred between Disaster Control Center

and disaster response teams.

In the format shown on the Figure 111.2 following XML elements are created:

The DEF attribute contains the name of the table located on the external database.
The COLUMNS element contains the comma separated column names of the table.

The DATATYPES element contains comma separated data type information of each

column listed in COLUMNS element. Here data types should be given as ODBC SQL

data type format [25].

14



e The ROW elements contain the column values of the each row. The ROW elements al-

so child elements, which are basically columns, listed in COLUMNS element and each

column name in this list is a child element name of the ROW element.

The XML format is generalized in a way that it will allow client/server engine to create an up-

date SQL query and run on the destination database. Thus the information on the message

stored at the destination database.

<?xml version="1.0" encoding="ISO0-8859-1"7? >
<BODY>
<DEF> </DEF>
<COLUMNS> </COLUMNS>
<DATATYPES> </ DATATYPES>

<ROW> <COLUMN NAME> </COLUMN NAME> ... </ROW>
<ROW>. .. </ROW>
<ROW>. .. </ROW>

</BODY>

FIGURE I11.2 XML Message Format

1.2 CLIENT AND SERVER CONTROL DATABASES

sitedata
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FIGURE 111.3 Client and Server Control Databases

The framework uses control databases on both client and server side (Figure 111.3). These da-

tabases store configuration and system information and priority messaging queues. These

queues are used for storing packaged messages coming from external disaster response sys-
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tem. Also by using these queues, the framework gains offline data collection capability. The
detailed information about these tables is given below:

Client Side:

SITEINFO: This table provides information about local system and only contains one active
row for this purpose.

TABLE I11.1 SITEINFO Table

Attribute Type Key | Reference Comment

SITEID Integer PK Primary key field. It contains
unique id of this local site.

CLIENTNAME Text Name of the local site

DB_CONNECTION | Text ODBC connection information
to actual client database

SITEDATA: Intermediate storage of compressed and packaged XML document that will be
delivered to server when client engine detect available connection. When all chunks belong to
XML document are transferred, client engine receives validation message and updates the

transfer status.

TABLE I11.2 SITEDATA Table

Attribute Type Key | Reference Comment

PARTID Integer PK Primary key field. It is an in-
cremental number associated

to each chunk.

SITEID Integer SITEINFO It contains unique id of this
local site.
KEYID Integer Unique identifier of each com-

pressed package.
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SEQUENCE Integer The sequence number of each
chunk belong to one package

LASTSEC Integer The last SEQUENCE number
in the package.

PRIORITY Integer Current priority of the chunk.

RECEIVEDATE Datetime The timestamp value of when
the data received.

DATA Text Data portion of the chunk.

PROCESSED Bit True/False value that indicates
whether this chunk transferred

to server or not.

SITEMESSAGE: This table provides intermediate storage for the messages that are generated

for each client. Similar to postboxes client engine collects its messages via server engine.

TABLE 111.3 SITEMESSAGE Table

Attribute Type Key | Reference Comment

MESSAGEID Integer PK Sequence number for uniquely

identification of each chunk.

REMKEYID Integer Package identifier

REMSEQUENCE | Integer Message chunk sequence

REMLASTSEC Integer

SUBJECT Text Message Subject

BODY Text Message Data
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RECEIVEDATE | Datetime Timestamp of when chunk re-
ceived

PROCESSED Bit True/False value that indicates
whether the current package is

processed or not.

Server Side:

TYPE_TABLE: This table contains name and value collection of different database attributes.
TYPE_TABLE is mainly used for storing definition of the messaging attributes and data
attributes.

TABLE 111.4 TYPE_TABLE table

Attribute Type Key | Reference Comment

ID Integer PK Primary key field. It contains

unique id for each attribute.

TYPE_NAME Text Name of the attribute
TYPE_NUMVAL | Decimal Numeric value of the attribute.
TYPE_TEXT Text Text value of the attribute.

SITEINFO: This table provides information about all active clients that can connect to this
server.

TABLE I11.5 SITEINFO Table

Attribute Type Key | Reference Comment

SITEID Integer PK Primary key field. It contains
unique id different clients and
the row where SITEID value

is 0 contain information about
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current server.

CLIENTNAME Text Name of the each site

DB_CONNECTION | Text ODBC connection information
to actual site databases

SITEDATA: Intermediate storage of received chunks. When all chunks belong to a package
are received, server engine reconstructs the original XML Document. After that by using the
information on the document and database connectivity value on the SITEINFO table received
data will be stored on the main server database that belongs to Disaster Response Coordina-

tion Center.

TABLE 111.6 SITEDATA table

Attribute Type Key | Reference Comment

PARTID Integer PK Primary key field. It is an in-
cremental number associated

to each chunk.

REMSITEID Integer SITEINFO It contains unique id of this
local site.
REMKEYID Integer Unique identifier of each

compressed package.

REMSEQUENCE | Integer The sequence number of each

chunk belong to one package

REMLASTSEC Integer The last SEQUENCE number
in the package.

RECEIVEDATE Datetime The timestamp value of when

the data received.

DATA Text Data portion of the chunk.
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PROCESSED Bit True/False value that indicates
whether the current package is

processed or not.

SITEMESSAGE: This table provides intermediate storage for the messages that are generated
for each client. Similar to postboxes client engine collects its messages via server engine.

TABLE I11.7 SITEMESSAGE Table

Attribute Type Key | Reference Comment

MESSAGEID | Integer PK Sequence number for uniquely
identification of each chunk.

SITEID Integer SITEINFO Id of destination client site.

KEYID Integer Package identifier

SEQUENCE | Integer Message chunk sequence

LASTSEC Integer

SUBJECT Text Message Subject

PRIORITY Integer Message Priority

DATA Text Message Body

PROCESSED | Bit True/False value that indicates
whether this chunk transferred to
client or not.
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1.3 CLIENT AND SERVER ENGINES

Client Information
XML Formatted
Server Message
Client Information
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MPC
Server Messages
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Message
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Listener «4——Server Message

? Pulls Server Messag

Client Engine Server Engine

FIGURE I11.4 Message Flow on Client and Server Engine

The hearth of the framework is two engines that are implemented on client and server side.
The overall information exchange between each side is controlled by these engines (Figure
[11.4). Both engines consist of two components. The Message Packaging Control (MPC) com-
ponent exists in both engines however the Priority Messaging Control (PMC) component only
exists in client engine and the Listener component located in server engine. Because the PMC
and the Listener components are regulating the message exchange between server and client

systems, both of them provides web service interface.

111.3.1 The Message Packaging Control (MPC)

The MPC component performs similar tasks on client and server side. On the client side the
framework engine receive the client data from external application in the predefined XML
messaging format. The MPC component of the engine compresses and splits the received data
into standard size messages. These packed messages will be stored into the control database.
In this process the MD5 hash of the original message is also stored into the control database
where this hash value will be used for data verification at the destination when whole package

transferred.
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The literature study on compression algorithms and their use for reducing the message sizes
[12, 13, 19, and 21] clearly show that depending on message type bandwidth requirements can
be reduced by employing compression. By using these findings the project employs the
XCMILL, GZIP, BZIP and XMLPPM [19, 21] compression. These algorithms are introduced
to the MPC component and depending on configuration selection MPC employs one of these
methods for compressing the XML formatted message. Here the experimental results (Chapter
5) show that for text information the compression ratio reached 90% (the bandwidth require-
ment reduced to 10% of original need) and multimedia information it is 10% (the bandwidth

requirement reduced to 90%).

Even though message compression reduces bandwidth requirement, it is still quite possible to
lose all transferred data if network connectivity lost during transfer. This situation cause start-
ing data transfer from the beginning when connectivity established again. However because
the project addresses unreliable networks, it is a major requirement to reduce the amount of
data that needs to be retransmitted after connection reestablished. In order to overcome this
problem MPC splits the resulting compressed message into small standard sized packages.
The idea here is that when connection lost only the package which is on transfer will be lost.
Thus retransmission of whole message is avoided and when connection reestablished transfer

can continue with the package where it was cut.

111.3.2 Priority Messaging Control (PMC)

The main difference between server and client engines is the PMC component at client side
and Listener component at the server side. As long as PMC component detects network con-
nectivity between client and server, it tries its best effort to transfer the stored messages. PMC
also performs package splits during this transfer process. Initially all compressed messages are
split into 16KB packages by MPC and during transfer process if the transfer of the package
failed more than threshold values set for each client sites, the package will be split into half

size (until package size reach to 1KB) and PMC starts transfer of these smaller packages.

Another task of the PMC is adjusting the priority queues by using variably weighted round
robin (VWRR) algorithm. The priority based queuing systems have a common weakness of
fairness. If too many higher priority entries arrived or processing capabilities too limited to
serve all entries it is quite possible to see lower priority entries never get a chance for

processing. VWRR algorithm initially proposed for providing fairness to the core IP routers
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which implements quality of service [6]. By using the same approach PMC uses VWRR to

introduce fairness to the message transfer process.

TABLE 111.8 Priority/Process Ratio

Priority Queue Number

Queue Processing Ratio

1 — Reserved for critical and system messages

64 packages processed before control switch

to next queue

2 — High priority messages

32 packages processed before control switch

to next queue

3 — Medium-High priority messages

16 packages processed before control switch

to next queue

4 — Medium priority messages

8 packages processed before control switch to

next queue

5 — Medium-Low priority messages

4 packages processed before control switch to

next queue

6 — Low priority messages

2 packages processed before control switch to

next queue

The Table 111.8 shows the priorities and processing of each priority queues. The PMC imple-

ments VWRR algorithm to manage these queues as following.

[ ]
qg.

The
the
The

queue g.

The

The

Max(s,, f,)
f

q

The weight factor m% is selected as average waiting time of the queue
weight factor piq is selected as waiting time of the package i on

length of the queue g is selected asSq.
priority process factor of queue g is selected asfq(Table ITT.8).

threshold value for each gqueue is selected asl,.

The priority of ith package on the queue g will be upgraded to g-I,

if and only-if ([ >t¢1*MM) wait condition satisfied.

Equation 1 Priority Queue Calculation
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By using this VWRR formulation PMC guaranties that if any package waited more than thre-

shold ratio (t,) and it satisfies promotion condition ( p;, >t,, *w,), its priority level in-

creased to next level.

The final task of the PMC is retrieving the messages waiting at the server site for its client.
Here PMC request the waiting messages from the Listener component of the server engine. By
using vey similar processes the compressed and packed server messages received and stored to
control database. When all packages belong to a message received by PMC, it restores the

server message and forwards it to external application.

111.3.3 Listener

The Listener component at the server side passively waits client’s PMC components requests.
It stores received packages into control database and when it detects all packages belong to a
message received, the Listener reconstructs the original message by joining packages together
and decompressing the message. During this process the Listener also verifies the message by
using MD5 hash that came with the packages. Another role of the listener is delivering the
server messages to the clients. When PMC request the delivery of the server message, Listener
delivers the server message by using very similar method that PMC delivers the client mes-
sages. Again at the server side these server messages packed by MPC and stored into the con-

trol database.
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PART IV.
SIMULATION APPLICATION

The project also provides a prototype application that implements the framework which is dis-
cussed in Chapter 5. For simulation purposes simple messaging modules also included to ap-
plication. These additional modules will simulate the disaster response systems and they will
provide interfaces for data entry. In order to simplify the design and allow accessibility from
different systems the framework and the messaging modules are implemented by using open

source web development tools.

During this implementation following steps are executed; preparation of development envi-
ronment, development of the application, development of the test environment and testing the

application on different network conditions. These steps are detailed in the following sections.

V.1 DEVELOPMENT ENVIRONMENT

_____ ] PHP Components
MySQL Database

Apache Web Service

Development Workstation

FIGURE IV.1 Development Environment
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As an initial step, a development environment built for the simulation application. For devel-
opment environment different hardware and software systems are selected for implementation
of the framework. As software development language the PHP programming language is in-
stalled on Apache Web Service. In addition open source MySQL database system is used to
implement control databases.

Apache Web Service is selected to host web services and application, because it is the most
common open source web server. It supports usage of many different tools and it is available
on multiple platforms including portable devices. PHP is an open source programming lan-
guage “that is a widely-used general-purpose scripting language that is especially suited for
Web development and it can be embedded into HTML” [26]. The selection PHP programming
language is done due to its advantages such as; it is an open source object oriented program-
ming tool, it has great integration with web standards, PHP supports web services where the
PMC and Listener components are implemented as web service on both client and server sides
and PHP has built-in support for MySQL and Apache. MySQL is one of the most common
open source database systems [27] and it is available on multiple platforms. The selection of

MySQL allows fast development of databases.

All these tools installed on development workstation which has 1.3 GHz Dual Core CPU, 2
GB RAM and 100 GB disk capacity.
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V.2 DEVELOPMENT OF THE APPLICATION
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FIGURE IV.2 Application Structure

In the second step an Assistant Application Message Exchange for Low Quality Networks
(AAMELQN) is created. At this stage the AAMEQN application is divided into different
modules where each module performs different functionality. The message flow which is

shown on Figure 111.4 (Chapter 3) is implemented by using the software modules shown on
the Figure IV.2.

IV.2.1 Generic Modules

e CLASS DATACONN (Appendix A.1): This class encapsulates database connectivity
tasks and provide easy use interface for other classes. The connecdb method performs
database connection function for requested database and closedb method terminates

existing database connectivity. This class exists on both server and client sides.

e LISTMESSAGE (Appendix A.2): The listmessage web page created on client side for
displaying the messages send by the server. As it is shown in the figure below, listmes-

sage displays the server messages in a simple format.
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| m | SUBJECT | BODY | ATACHMENT
|2 |test |Test Message Body |v.-*iji.b;t
|1 |test |Sec0nd Test Message |v.-*iji.b;t

FIGURE IV.3 LISTMESSAGE page

e DISPLAYSERVERDB (Appendix A.13): This web page displays the incidents regis-
tered on the client site and successfully transferred to server side. It also allow user to

surf the incident detail by providing links on the description field.

Transferred Data
Site I\I_essage Short Description Incident Date Attachment
Number

TEST 2009-07-31
SITE 1.0000  |Test data from client 00:00-00 attachment txt
TEST " : 2009-09-17
- - C ..' - A
SITE 12.0000 |(deneme kavdi 00:00-00 [attachment txt

FIGURE IV.4 DISPLAYSERVERDB page

e Incident Detail (Appendix A.14): This page displays the details of the incident selected

from displayserverdb page.

Incident Number 1.0000

Short Description Test data from client

Incident Date 2009-07-31 00:00:00

Detailed Description Test data from client - Body text
File Attachment [attachment tut

FIGURE IV.5 Incident Detail

e EXTRACTFILE (Appendix A.3): The extractfile utility page created on both server

and client sides for displaying content of the attachment received with messages.

e XMLPARSER (Appendix A.4): This class used for parsing the XML document and
extracting the data from the document. The PMC component on client side and Listen-
er component on server side uses this class to extract information from XML docu-
ment. When the data extracted PMC or Listener will forward the data to the external

applications database.

e WSDL Interface (Appendix A.5): This utility provides web service interface of PMC

and Listener components.
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IVV.2.2 Client Side

Variable Weighted Round Robin Prioritization (VWRR): The VWRR_prioritization
class (Appendix A.7) implements the VWRR formulation which is provided in Chap-

ter 3. By using this class PMC component manages priority messaging queues.

MPC: The populate_cdata class (Appendix A.6) is created for implementing MPC
functionalities defined in Chapter 3. The class provides compressionmethod property
for selection of the compression algorithm that will be used during message transfer.
The possible values are “xm” for XCMILL, “gz” for GZIP, “b” for BZIP and “pm”
for XMLPPM. The fboxdata method performs compression operation by using se-
lected compression algorithm. The prepplist method splits the compressed XML data
into message chunks (16 KB is default message chunk). The dodatamain method regu-
lates MPC functions by using other methods in the class.

PMC: The transfer_client_data class (Appendix A.8) is created for implementation of
PMC functions defined in Chapter 3. The xfer method checks network availability and
if the connectivity between server and client is detected, this method starts transferring
the message chunks according to their priorities by using the Listener component’s
web service interface on the server side. This method also uses instance of

VWRR_prioritization class in order to manage priority queues.

The soap-client utility (Appendix A.9) implements the web server interface of the
PMC component. This utility receives message chunks that are sent from server and
reconstructs the original server message and validates the message by using MD5 hash.

The validated messages will be forwarded to external application.

IVV.2.3 Server Side

MPC: The populate_sdata class (Appendix A.10) is created for implementing MPC
functionalities defined in Chapter 3. The class provides compressionmethod property
for selection of the compression algorithm that will be used during message transfer.
The fboxdata method performs compression operation by using selected compression

algorithm. The prepplist method splits the compressed XML data into message chunks
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(16 KB is default message chunk). The dodatamain method regulates MPC functions

by using other methods in the class.

e Listener: The transfer_server_data class (Appendix A.11) is created for managing
message transfer activities from server to client. The xfer method checks network
availability and if the test is successful, this method starts transferring the message
chunks according to their priorities by using the PMC component’s web service inter-

face on the server side.

The soap-server utility (Appendix A.12) implements the web server interface of the
Listener component. This utility receives message chunks which are sent from client
and reconstructs the original message and validates the message by using MD5 hash.

The validated messages will be forwarded to external application.

V.3 SIMULATED DISASTER RESPONSE APPLICATION

In order to test the success of the framework and its implementation, a simple web base appli-
cation created for simulation of the possible disaster response applications such as TABIS or

Istanbul Disaster Information System mentioned in Chapter 2.

In the simulation application for capturing user data simple web forms are created. On client
side the incidents are registered by using these forms and stored to client data tables. On the
server side the server messages introduced the system by using similar web forms. The appli-
cation components that are created for implementing these functions are detailed in the follow-

ing subsections.

IV.3.1 Client Side

Create Incident Report (Appendix A.15) page used for capturing incident details in a very ge-
neric format. As it is shown on Figure 1V.6 the form captures basic information about incident
description, incident date and time and also attachment. Attachment will be used for transfer-

ring captured multimedia content which provides additional information about incident.
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Incident Date
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File Attachment

Attachment Priority

Save

FIGURE 1V.6 Create Incident Report

The data captured by this form is stored on the following tables;

XMLTEXTDATA: This table stores all the information captured by the Create Incident Re-

port form except the Attachment information.

TABLE IV.1 XMLTEXTDATA Table

Attribute Type Key | Reference Comment

ID Integer PK Sequence number for uniquely
identification of each Incident.

INCIDENTNR Integer User defined unique identifier of
the Incident

INCIDENTDATE | Datetime Incident date and time

PRIORITY Integer User defined priority of the inci-
dent. Here same priorities defined
on Table 8 (Chapter 3) are used
except priority 1 which is re-
served for system messages.

SHORTDESC Varchar(2000) Short description about incident
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Description

Varchar(4000)

Detailed description of the inci-
dent.

XMLDOCDATA: This table stores attached multimedia content of the incident.

TABLE I1V.2 XMLDOCDATA Table

Attribute

Type

Key

Reference

Comment

ID

Integer

PK

Sequence number for uniquely
identification of each Attach-

ment.

INCIDENTID

Integer

FK

XMLTESTDATA

Reference to Incident where

this attachment belong to.

PRIORITY

Integer

User defined Attachment prior-
ity; depending on importance
of the content this attachment
can have lower or higher prior-

ity then incident itself.

DATA

TEXT

Multimedia content of the At-

tachment.

ATTRIBUTE

Varchar(255)

Name of the attachment

IVV.3.2 Server Side

On the server side Register Client Message (Appendix A.16) is used for capturing the messag-

es that will be sent to selected client. These messages will be restored to message table and

transferred to the client later.
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FIGURE IV.7 Register Client Message Form

Submit

As it is shown on the Figure 1V.7, the Register Client Message form captures server messages

with a multimedia attachment and registers them to the MESSAGES table.

TABLE IV.3 MESSAGES Table

Attribute Type Key | Reference Comment

ID Integer PK Sequence number for uni-
quely identification of each
Server Message.

SITEID Integer FK | SITEINFO Reference to siteinfo where
this message will be for-
warded.

SUBJECT Varchar(500) Subject of the message

BODY Varchar(4000) Body of the message

ATTACHMENT Text Multimedia attachment’s
content

ATTACHMENTNAME | Varchar(255) Name of the multimedia
content
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PART V.

TEST RESULTS

After the development step of the framework and simulation application, a virtual test envi-
ronment prepared to investigate the success of the solution that is offered by this project. For
creation of virtual test environment VMware Workstation® [7] is selected due to its virtual
networking capabilities. The VMware Workstation allows changing network conditions such
as bandwidth, package losses and etc by using its command interface. This functionality
makes the virtual environment ideal for simulating the low quality network conditions which

can be seen on disaster conditions.

The virtual test environment configured on a powerful workstation that has 1.3 GHz Dual core
CPU, 2 GB RAM and 100 GB disk capacity (Figure V.1). On this environment two virtual
computers created for playing client and server roles. Both systems configured with 1 virtual
CPU, 256 MB RAM and 8GB hard disk. Windows 2000 operating system installed on both
systems. The application software package (Apache, PHP and MySQL) is also installed on
both systems which will host the developed AAMELQN application (Chapter 4). The network
connectivity between both client and server systems is established by configuring virtual
switch where this switch can be modified for simulating the network conditions on disaster

environments.
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FIGURE V.1 Test Infrastructure

After creation of the test environment, the simulation applications (Chapter 4) are installed on
server and client virtual machines running on this test environment. Then two type of tests run
on this final environment; transfer capability tests and priority tests. In the next sections both

type of tests and their results are detailed.

V.1 TRANSFER CAPABILITY TESTS ON DIFFERENT QUALITY OF
NETWORKS

In these tests the framework’s information exchange capabilities measured on different net-
work conditions and compared with direct data transfer between client and server without
framework interference. As a sample data two types of attachments were used as incident
records; low compression ratio PDF and Multi-Media documents (approximate compression
ratio is 10%) and high compression ratio TEXT and WORD documents (approximate com-
pression ratio is 90%). In order to simulate disaster conditions different bandwidths (1Gbps,
56 Kbps and 28.8 Kbps) and package loss ratios (10%, 25%, 50% and 80 %) are used. The test
results were provided on Table V.1 and V.2, in order to analyze framework’s behavior on dif-
ferent compression ratios. On these tables first colon shows the different network conditions
that message transfer tested. The second colon shows the time required for transmitting test

data by using direct data transfer method and following colons provides data transmission re-
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sults when different compression algorithms (XMILL STD, XMILL-GZIP, XMILL-PPM and
BZIP) are used.

As the final test results shown on the Table V.1 for low compression, because of the overhead
introduced with PMC, MPC and Listener components for compression, packaging and priority
management tasks, direct data transfer provided better performance on the higher quality net-
works. As is shown on the first line of the Table V.1 the direct data upload is almost 6 times
faster than framework over high speed networks. However when connection quality drops (da-
ta loss exceeds 10%) framework is able to catch the direct data upload performance. In addi-
tion if the network quality drops even further framework beats the direct data upload and it is
able to continue to transfer data up to 80 % data loss. Direct data upload fails to transmit mes-

sages after 25 % data loss.

TABLE V.1 Low Compression Ratio Attachments (In Seconds)

XMILL STD | XMILL- XMILL-PPM

(10.1% Com- | GZIP (10.1% | (14% Com- BZIP (10.2%
Network Setup Direct Input | pression) Compression) | pression) Compression)
1Gbs 2.0 215 16.4 12.4 15.1
56Kbps no data loss 202.6 498.9 497.7 493.1 498.3
56Kbps 10% data loss 431.2 580.3 657.9 562.7 687.4
56Kbps 25% data loss Unsuccessful 6,727.8 6,727.4 6,513.7 6,762.7
56Kbps 50% data loss Unsuccessful 64,657.5 64,579.7 62,224.9 64,729.7
56Kbps 80% data loss Unsuccessful | Unsuccessful | Unsuccessful Unsuccessful Unsuccessful
28.8Kbps no data loss 483.5 1,089.8 1,069.8 1,048.3 1,099.4
28.8Kbps 10% data loss 1,020.3 2,586.2 2,589.2 2,491.5 2,587.2
28.8Kbps 25% data loss Unsuccessful 10,942.9 10,277.0 9,964.2 10,356.1
28.8Kbps 50% data loss Unsuccessful 98,566.8 98,461.0 94,938.5 98,673.1

Unlike what is seen on the Table V.1, when the data compression ratio increases framework is
able to provide better results on all type of networks compared to direct data upload. In the
text based data transmission tests the compression is able to significantly reduce the message
size (up to 90% reduction for tested data) and framework beats the direct data upload. When
the test results in Table V.2 are investigated it is possible to see that for all network types
framework provides better results than direct data upload. On the high speed networks frame-
work can be able to provide 20% better transfer performance. As it is expected the difference
is more visible when the network quality drops and framework provides even better results. It
is also observed that when data loss ratio exceeds 25% direct data upload fails in addition

when data loss reach 80% framework cannot be able to establish connection to other end.
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TABLE V.2 High Compression Ratio Attachments (In Seconds)

XMILL STD | XMILL- XMILL-PPM

(89% Com- GZIP (88.4% | (90.2% Com- | BZIP (89.1%
Network Setup Direct Input | pression) Compression) | pression) Compression)
1Gbps 2.3 2.6 2.3 1.8 2.4
56Kbps no data loss 211.5 24.4 25.9 18.5 23.7
56Kbps 10% data loss 380.0 47.7 63.8 20.1 42.4
56Kbps 25% data loss Unsuccessful 137.7 187.8 115.7 149.2
56Kbps 50% data loss Unsuccessful 2,096.3 2,527.2 1,311.0 2,024.2
56Kbps 80% data loss Unsuccessful | Unsuccessful | Unsuccessful Unsuccessful Unsuccessful
28.8Kbps no data loss 499.7 51.6 59.6 38.1 44.4
28.8Kbps 10% data loss 1,626.5 88.0 73.0 61.1 66.8
28.8Kbps 25% data loss Unsuccessful 297.0 325.5 165.4 267.3
28.8Kbps 50% data loss Unsuccessful 2,953.0 3,542.8 1,843.0 2,769.0

When the compression algorithms investigated separately it is possible to conclude that the
XMILL-PPM is able to provide better compression ratio on both multimedia (low compres-
sion) based and text (high compression) based data. Another important result is framework is
not able to transfer data when network quality drops heavily (80 % or more data loss). Further
investigation shows that the reason for this failure is TCP connectivity failure. When network
quality drops that much it’s almost impossible for framework to open a TCP session between
server and client sites. Because HTTP protocol uses TCP as underlying transfer protocol
frameworks assumes that there is not any network connectivity available when packet loss

reached 80% or more.

V.2 VWRR PRIORITY TESTS

The VWRR based priority queue management module plays very important role on transfer-
ring data among the server and clients. Depending on data size and priorities, higher priority
queues can always contain waiting messages and block lower queue entries’ transfer. VWRR
algorithm used to bring fairness to the priority based message transfer system by managing
message priorities dynamically base on the formulation (Equation 1) given in Chapter 3. In

order to measure how fair the proposed solution works the following test is prepared.

e 500 incident reports with different priorities are introduced to the system and each in-
cident has a random multimedia attachment (average size 1 MB and compression ratio
is 10%).
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e In order to increase the wait time of the messages the network bandwidth between

client and server is reduced to 100Kbps.

e The status of the priority queues is observed for 4 hours and waiting queue sizes are

noted every hour.

After running this test it is observed that the system perform as it is expected and message
transfer observed on all queues, further more long waiting message chunks are moved to high-

er priorities (Figure V.2) when they satisfy the p,, >t, , *w, wait condition.

VWRR Execution

50000
45000 — —
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§ 35000 ' |m Priority 2
& 30000 || |0 Priority 3
& 25000 T | o priority 4
9__ 20000 | riority
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FIGURE V.2 Fair Transfer Test

As the raw data shown on Table V.3 and the Figure above, even though the number of total
packages waiting in the queue drops gradually, framework readjust the queue sizes by promot-
ing the priority of the packages which are waiting more than the threshold values in their cur-
rent queue. This behavior can be seen more clearly on the observation done after second hour.
Here because Priority 1 queue is empty significant number of packages shifted from lower
priority to higher priority queues. This shift stopped when the threshold values of the higher
queues became significant against waiting weights of the packages in the lower queues. Then

the following hours gradual transmission of the packages are observed.
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TABLE V.3 Priority Queue Status

Observation Queue Status

Initial Status mysql> select priority, count(*) from
sitedata group by priority;
tom— tomm——————— +
| priority | count(*) |
o ——— tomm———— +
| 2 | 8299 |
[ 3 | 9939 |
[ 4 | 10303 |
[ 5 | 15856 |
o ——— tomm———— +
Total 44397

After 1 Hour tommm - Fomm - +
| priority | count(*) |
tom———— tom————— +
| 2 | 7431 |
| 3 | 9569 |
| 4 | 10095 |
| 5 | 15763 |
tom———— tom————— +
Total 42858

After 2 Hours tomm - Fomm - +
| priority | count(*) |
o —— tmm————— +
| 1 | 6184 |
| 2 | 7740 |
| 3 | 7824 |
| 4 | 8074 |
| 5 | 10735 |
o —— tmm————— +
Total 40557

After 3 Hours tommm - tomm +
| priority | count(*) |
to———— tmm————— +
[ 1 | 5258 |
| 2 | 7097 |
| 3 | 7412 |
| 4 | 7842 |
| 5 | 10632 |
o —— o ———— +
Total 38241

After 4 Hours to——mmm - tommm - +
| priority | count(*) |
o —— o ———— +
| 1 | 4372 |
| 2 | 6482 |
| 3 | 7018 |
| 4 | 7620 |
| 5 | 10533 |
e ——— o ——— +
Total 36025

These results show that VWRR algorithms provide fairness to long waiting message chunks

and allow the low priority packages to be transferred.

The transfer capability test and VWRR priority tests show that the proposed framework solu-
tion of this project can solve the intended problem and it is able to transfer information over

low quality networks.
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PART VI.

CONCLUSIONS

In general, the disaster aid and response activities coordinated with central management au-
thorities where they manage resource allocations, response coordination and etc. To assist
their work these authorities use disaster response information systems where they automate
the management tasks and exchange information with response teams. Unfortunately our lite-
rature shows that the investigated Disaster Information Systems are depended on the availabil-
ity of the connectivity between server and client systems. However “when disaster strikes
communications are often one of the first infrastructures to go down.” [28] This is the fact and
challenge that any disaster aid and response operations overcome. The reliable information

exchange capability is critical for the success of these activities.

In this study, a framework offered to assist disaster response information systems which intro-
duce better usage of available connectivity by employing offline data collection, background
data transfer capabilities, data compression, packaging and priority messaging schema func-

tionalities.

The solution framework employs the well known internet standards to regulate message ex-
change between server and client systems. The web services technology is used for perform-
ing message exchange task over internet where this technology offers platform independent

capability. Thus the framework can be implemented on many different platforms.

A simple XML based messaging format used for information exchange between external ap-
plication and framework. The Message Packaging Control (MPC) of the framework captures
the external data and converts it to the transferable message that passes the data compression
and packaging stages. The Priority Messaging Control (PMC) component on client side and
Listener component on server side applies priority messaging schema to the messages. Here
the variable weighted round robin (VWRR) algorithm used for management of the priorities

and allowing fair transfer of the messages from different queues.
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A simulation application developed for testing the success of the framework and the outcome
of the tests provide very promising results. The framework was be able to exchange data over
low quality networks such as 28.8 Kbps bandwidth and 50% package loss where traditional
direct data uploads failed. In addition, when the compression ratio increased system out per-
form the direct data upload on higher quality networks. Furthermore the priority messaging
tests shows that the framework provides fair message transfer to the long waiting messages by
rearranging the priority of the messages.

As a future work, this study has to continue on optimizing the overhead introduced by the
framework when the data compression and packaging tasks executed. Also because the
framework uses lossless compression methods the compression ratio for the multimedia data
is quite low, and as a future activity other type of compression methods which can provide
better compressing with affordable quality losses on multimedia data should be employed.
Most importantly framework should be integrated with a disaster response system such as
TABIS [10] or Istanbul Disaster Information System [9] and the combined success of the sys-

tem should be tested.
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APPENDICES

Appendix A. APPLICATION SOURCE CODES

A.1 CLASS_DATACONN

<?php

/****************************************************

Class Name= class dataconn

Uses =

Runs on = Client/Server Site

Definition= This Class creates data connection to control databases

Properties= $glbdblink: database connection 1link

Methods= connectdb: Create connection to requested database
closedb: Close the database connectivity

*****************************************************/
class class dataconn{

var $glbdblink;
function connectdb ($db) {

Sthis->glbdblink=mysql connect ("localhost", "webuser", "gazxswl23") or
die (mysgl error()):;

mysqgl select db($db, $this->glbdblink) or die (mysgl error());

return 1;

}

function closedb () {

mysqgl close ($this->glbdblink) ;
return 1;

?>

A.2 LISTMESSAGE

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtmll/DTD/xhtmll-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">

<head>
<meta http-equiv="Content-Language" content="en-us" />
<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title>Untitled 1</title>
<style type="text/css">
.stylel {
text-align: center;
}
</style>
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</head>
<body style="background-color: #99CCFF">

<table style="width: 100%" border=1>
<tr>
<td style="width: 56px; text-align: center;"><strong>ID</strong></td>

<td style="text-align: center;width:
181px"><strong>SUBJECT</strong></td>
<td style="text-align: center;" ><strong>BODY</strong></td>
<td style="text-align: center;width:
182px"><strong>ATACHMENT</strong></td>
</tr>

<?php

require once ("includes/dbinc.php");
$clconn=new class_dataconn;
Sclconn->connectdb ("webclient") ;
Sglbdblink=$clconn->glbdblink; ;

$sglstr = "SELECT m. ID', m. SUBJECT , m. BODY , m. ATTACHMENTNAME FROM message m
order by ID desc ";
// echo $sqlstr;

Sresult = mysqgl query( $sqglstr, $glbdblink);
while ($row = mysgl fetch assoc($result)) {

echo "<tr><td style='width: 56px'>".Srow["ID"]."</td>";

echo "<td style='width: 181lpx'>".Srow["SUBJECT"]."</td>";

echo "<td >".S$Srow["BODY"]."</td>";

echo "<td><a href=extractfile.php?pid=".Srow["ID"]." tar-
get= blank>".Srow ["ATTACHMENTNAME"] ."</a></td></tr>";

}

Sclconn->closedb () ;
>

</table>

</body>

</html>

A.3 EXTRACTFILE

<?php

/*

Utility Name= VWRR prioritization

Uses = "includes/dbinc.php"

Runs on = Client Site

Definition= This utility extract the attachment
*/

require once ("includes/dbinc.php");

function make seed()

{

list (Susec, $sec) = explode(' ', microtime()):;
return (float) $sec + ((float) Susec * 100000) ;
}

Sclconn=new class_dataconn;
Stmppath="C:\\Program Files\\Apache Software Foundation\\Apache2.2\\htdocs\\tmp";

47



Sclconn->connectdb ("webclient") ;
Sglbdblink=$clconn->glbdblink; ;

$sglstr = "SELECT attachment ,attachmentname FROM message where id=". $ GET["pid"]

;/ echo

$sqglstr;

Sresult = mysqgl query( $sglstr, $glbdblink);

if (Srow =

mysgl fetch assoc(Sresult)) {

srand (make seed());

Srandval = rand();
Sinfilename=$tmppath."\\".Srandval."-".$row["attachmentname"] ;
Shandle = fopen ($infilename, "w");

fwrite (Shandle, Srow["attachment"]);

fclose (Shandle) ;

echo "<script>window.location=\"/tmp/".Srandval."-
".Srow["attachmentname"]."\";</script>";

}

mysgl free result (Sresult);

Sclconn->closedb () ;

?>

A.4 XMLPARSER

<?php
/*
Class Name= XMLParser
Uses = N/A
Runs on = Server/Client Site
Definition= This class reads contents of the provided XML document and stores them
to data array for further operations.
Properties= $xml: input XML Document

Sdataarr: $data array which stores results

Stabletype: The name of the database table that contents of data array
belongs

Sitemcnt: $Total number of rows in the data array
Methods= Parse: This function parses the given XML data and populate data array
Message= The following xml document template will be used for data transfer
messages

<?xml version="1.0" encoding="ISO-8859-1"7? >
<BODY>

<DEF> The name of the table that transferred data belongs </DEF>
<COLUMNS>List of the columns that row data belongs to</COLUMNS>

<ROW> <COLUMN NAME> Data </COLUMN NAME> ... </ROW>
<ROW>... </ROW>
<ROW>... </ROW>

</BODY>

*/

class XMLParser

{

public $xml;

public $dataarr;
public $tabletype;
public $tablecolumns;
public $itemcnt;

function _ construct ($xmldoc) {
Sthis->xml=str replace("]]>","",str replace ("<![CDATA[","",Sxmldoc))
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if ($xmldoc!="")
Sthis->Parse () ;

public function Parse()

{
Ssb=strpos ($this->xml, "<DEF>") ;
Sse=strpos ($this->xml, "</DEF>") ;

Srarr= array () ;

if (S$se>0)

{
Sthis->tabletype=substr ($this->xml, $sb+5, $se-5-$sb) ;
Ssb=strpos ($Sthis->xml, "<COLUMNS>") ;
Sse=strpos ($this->xml, "</COLUMNS>") ;

Sthis->tablecolumns=substr ($this->xml, $Ssb+9, $se-9-$sb) ;
Scolumnarr=split (",", $this->tablecolumns) ;
Sthis->itemcnt=0;
Ssfb=strpos ($this->xml, "<ROW>") ;
Ssfe=strpos ($this->xml, "</ROW>") ;
while ($sfe!=0&&Ssfb<S$Ssfe) {
echo $sfb."--".$sfe."<br>\n";
for ($i=0; Si<count ( $columnarr);S$i+=1) {
$Ssb=strpos ($this->xml, "<".Scolumnarr[$i].">",S$sfb);
Sse=strpos ($this->xml, "</".$columnarr[$i].">", $sfb) ;
Srarr [$columnarr[$i] ]=substr (Sthis->xml, $sb+
strlen ($Scolumnarr[$i])+2 ,S$se- (strlen (Scolumnarr([$i])+2)-S$sb);
}
Sthis->dataarr[Sthis->itemcnt] = S$Srarr;
Ssfb=strpos ($Sthis->xml, "<ROW>", $Ssfe+l) ;
Ssfe=strpos ($Sthis->xml, "</ROW>", Ssfe+l) ;
Sthis->itemcnt+=1;
Sthis->dataarr[ Sthis->itemcnt-1]=Srarr;

?>

A.5 WSDL Interface

<?xml version ='1.0' encoding ='UTF-8' 2>

<definitions name='HW'
targetNamespace="http://some.com/hw'
xmlns:tns=' http://some.com/hw'
xmlns:soap="'http://schemas.xmlsoap.org/wsdl/soap/"'
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapenc="'http://schemas.xmlsoap.org/soap/encoding/"
xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmlns="http://schemas.xmlsoap.org/wsdl/"'>

<message name='getHWRequest'>

<part name='id' type='xsd:array'/>
</message>
<message name='getHWResponse'>

<part name='Result' type='xsd:string'/>
</message>

<portType name='HWPortType'>

<operation name='getHW'>
<input message='tns:getHWRequest'/>
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<output message='tns:getHWResponse'/>
</operation>
</portType>

<binding name='HWBinding' type='tns:HWPortType'>
<soap:binding style='rpc' transport="http://schemas.xmlsoap.org/soap/http' />
<operation name='getHW'>
<soap:operation soapAction='urn:localhost-hw#getHW'/>
<input>
<soap:body use='encoded' namespace='urn:localhost-hw' enco-
dingStyle="'http://schemas.xmlsoap.org/soap/encoding/"'/>
</input>
<output>
<soap:body use='encoded' namespace='urn:localhost-hw' enco-
dingStyle="'http://schemas.xmlsoap.org/soap/encoding/"'/>
</output>
</operation>
</binding>

<service name='HWService'>
<port name='HWPort' binding='HWBinding'>
<Soap:address location:************************/>
</port>

</service>

</definitions>

A.6 Client Side MPC (POPULATE_CDATA)

<?php

/*

Class Name= populate cdata

Uses = Class "class dataconn" in "includes/dbinc.php"

Runs on = Client Site

Definition= This class will prepare the transfer messages from actual data tables

It will compress the messages and store them in to "sitedata" table
for data transfer
each message chunk will be 10240 bytes.
Properties= Sclconn: database connectivity class
Scopressionmethod: Preferred Data Compression Method

Methods= externcompres: Calls external compression tools for different XML com-
pression algorithms
such as XMill, gzip, ppmdi
fboxdata:Compresses the XML Message
make seed: Generate seed for randomization
prepplist: Generate transfer messages for a given table base on prior-

ities
dodatamain:calls preplist for different priorities
Message= The following xml document template will be used for data transfer
messages
<?xml version="1.0" encoding="ISO0-8859-1"? >
<BODY>

<DEF> The name of the table that transferred data belongs </DEF>
<COLUMNS>Names of the columns that row data belongs to</COLUMNS>

<ROW> <COLUMN NAME> Data </COLUMN NAME> ... </ROW>
<ROW>... </ROW>
<ROW>... </ROW>

</BODY>
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*/

require once ("includes/dbinc.php");
class populate cdataf{

var
var
var
var

Sclconn;
Sglbdblink;
Stransferrate;
Scopressionmethod;

function _ construct() {

}

Sthis->clconn=new class dataconn;
Sthis->clconn->connectdb ( "webclient") ;
Sthis->glbdblink=$this->clconn->glbdblink;
Sthis->transferrate=1024;//10240 7168
Sthis->copressionmethod="gz";

function _ destruct() {

}

Sthis->clconn->closedb () ;

function externcompres ($pdata, Spmethod) {

}

Stmppath="tmp" ;

Stoolpath="xmltool";

srand ($this->make seed());

Srandval = rand() ;
Sinfilename=$tmppath."\\tmp".S$randval.".xml" ;

Soutfilename=S$tmppath."\\tmp".S$randval.".xmi" ;

Shandle = fopen($infilename, "w");
fwrite ($handle, S$pdata);
fclose (Shandle) ;

switch ( S$pmethod) {

case "xm":
Scmd=S$toolpath. '\\xcmill -f -d -9 '.$infilename;
break;

case "gz":
Scmd=S$toolpath.'\\xcmill -f -d -9 -z ' .S$infilename;
break;

case "nz":
Scmd=S$toolpath.'\\xcmill -f -d -9 -z ' .S$infilename;
break;

case "pm":
Scmd=S$toolpath.'\\xcmill -f -d -9 -P ' .S$infilename;
break;

shell exec($cmd) ;

Shandle = fopen(Soutfilename, "rb");
Stmps=fread ($handle, filesize (Soutfilename)) ;
fclose (Shandle) ;

shell exec("del ".Soutfilename) ;
shell exec("del ".$infilename) ;

return S$tmps;

function fboxdata ($pdata)

{

switch ($this->copressionmethod) {
case "n"
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Stmps=S$pdata;
break;

case "b":
Stmps = bzcompress (Spdata) ;

// echo "\n<br>\n".strlen (Stmps)."\n<br>";

break;

default:
Stmps = S$this->externcompres ($pdata, $this->copressionmethod) ;
break;

}

return S$tmps;
}
function make seed()
{
list (Susec, $sec) = explode(' ', microtime());
return (float) $sec + ((float) Susec * 100000);
}
function fprepdata ($Spxmldata, Spriority)
{
Stmps ="SELECT * FROM type table where TYPE NAME='KEYID'";
Sresult= mysql query( S$tmps,Sthis->glbdblink);
if (!Sresult)
{
return "database update error<br>".mysql error ($this->glbdblink) ."<br
/>".Stmps;

}
if (mysgl num rows ($result) == 0) {
return "Type error ";

}
Srow = mysql fetch assoc($result);
Skeyid=$Srow["TYPE NUMVAL"]+1;
Stmps = "update type table set TYPE NUMVAL=".Skeyid." where
TYPE NAME='KEYID'";
if (!mysgl query( $tmps, $this->glbdblink))
{
return "database update error<br>".mysqgl error (Sthis->glbdblink) ."<br

/>".Stmps;

}

Smaxarr = intval (strlen (Spxmldata) / $this->transferrate);

if ( Smaxarr * Sthis->transferrate < strlen($pxmldata))

Smaxarr = 1 + Smaxarr;
Stmps = "insert into sitedata (siteid, keyid, sequence,"
"LASTSEC,data,priority,receivedate) values (1,Skeyid,0, S$Smax-

arr ,'"

.mysgl real escape string( md5(Spxmldata))."', Spriority,
CURRENT TIMESTAMP)";
if (!mysgl query( $tmps, $this->glbdblink))
{
return "database update error<br>".mysql error (Sthis->glbdblink) ."<br
/>".Stmps;

}

for ($1i = 0; $i < Smaxarr; ++S51i)

{

$y=$i+1;

Stmps= mysgl real escape string( substr( S$pxmldata,$i*Sthis-
>transferrate, $this->transferrate), $this->glbdblink) ;

Stmps = "insert into sitedata (siteid, keyid, sequence,"

"LASTSEC,data,priority, receivedate) values (1,$keyid,$j, S$maxarr
,'S$tmps', $Spriority, CURRENT TIMESTAMP)";
if (!mysgl query( S$tmps, $this->glbdblink))
{
return "database update error<br>".mysqgl error (Sthis-
>glbdblink) ."<br />".Stmps;
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}
}
mysgl query( "commit",Sthis->glbdblink) ;
return "0";
}
function dodatamain ($xfertablename,$Scolumnsstr ) {
Sresult="";
For  (Sa=18 S <=5/ Sai=1)
Sresult=$result."--Priority $i =".S$this-
>prepplist ($xfertablename, Scolumnsstr, $i );
return Sresult;

}

function prepplist ($xfertablename, Scolumnsstr,$priority ) {
$pids=" ",.

Scolumnsarr=split (",",Scolumnsstr) ;
Stmps = "select Scolumnsstr from $xfertablename where processed=0 and
PRIORITY=".Spriority;
Sresult = mysgl query(Stmps,Sthis->glbdblink);
if (!Sresult) {
return "Could not successfully run query (Stmps) from DB: "
mysqgl error ($this->glbdblink) ;
}
if (mysql_num_rows($result) == 0) {
return "No rows found, nothing to print so am exiting";

}
Sxmldata="<?xml version=\"1.0\" encoding=\"ISO-8859-1\"2".">";

Sxmldata=S$xmldata." \n<BODY>\n\t<DEF>S$xfertablename</DEF>";
Sxmldata=S$xmldata." \n\t<COLUMNS>Scolumnsstr</COLUMNS>";
while ($Srow = mysqgl fetch assoc (Sresult)) {

Sxmldata=S$xmldata . "\n\t<ROW>";
foreach ($Scolumnsarr as Sitemstr)
Sxmlda-

ta=$xmldata."<$itemstr><! [CDATA[".Srow["Sitemstr"]."]]></Sitemstr>";

Sxmldata=$xmldata."</ROW>";
if (Spids!="")
Spids=$pids.",";
Spids=$pids. Srow["id"];
}
Sxmldata=$xmldata. " \n</BODY>";
Sthis->fprepdata (Sthis->fboxdata ($xmldata), Spriority) ;

mysqgl free result ($result);

Ssql= T"update $xfertablename set processed=1 where id in ($pids)";

Sresult = mysqgl query($sql,$this->glbdblink) ;

if (!S$Sresult) {

return "Could not successfully run query ($Ssgl) from DB: "

mysqgl error (Sthis->glbdblink);

}

mysql free result ($result);

return "0";

?>
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A.7 VWRR_PRIORITIZATION

<?php

/*

Class Name= VWRR prioritization

Uses = Class "class dataconn" in "includes/dbinc.php"

Runs on = Client Site
Definition= This class reprioritize the long waiting messages base on variable
weighted

round robin (VWRR) algorithm. Here variable weights and priorities
calculated with

wait time and queue lengths.
Properties= Sclconn: database connectivity class

Methods=reprioritize: reprioritize the messaging queues by using wait time as dy-
namic weight factor

=y
require once ("includes/dbinc.php");
class VWRR prioritization{

var Sclconn;

var $glbdblink;

function  construct() {
Sthis->clconn=new class_dataconn;
Sthis->clconn->connectdb ( "webclient") ;
Sthis->glbdblink=S$this->clconn->glbdblink;

}

function _ destruct() {
Sthis->clconn->closedb () ;
}
function reprioritize () {
Stmps ="select"
" sum(if (priority=1,1,0)) as pl,sum(if (priority=2,1,0)) as p2

,sum (if (priority=3,1,0)) as p3,sum(if (priority=4,1,0)) as
p4,sum (if (priority=5,1,0)) as p5,sum(if (priority=6,1,0)) as po6"

" ,sum(if (priority=1,time ,0)) as
wl,sum(if (priority=2,time ,0)) as w2 ,sum(if (priority=3,time ,0)) as
w3, sum (if (priority=4,time ,0)) as wé4,sum(if (priority=5,time ,0)) as
w5, sum (1f (priority=6,time ,0)) as wo6"

." from (SELECT truncate ((timediff (now (), receivedate)+0)/10000,0) as
time , priority FROM sitedata s where processed=0) as timesql;";
Sresult= mysqgl query( $tmps,S$this->glbdblink) ;
Srow = mysql fetch assoc($result);
Swarray=Array(l => 0,2 => 0,3 => 0,4 => 0,5 => 0,6 => 0);
for ($i=1;$1i<7;$i++) {
if (Srow["p".$i]1>0)
Swarray[$i]=Srow["w".$i]/Srow["p".S$i];
}
for ($1=2;$i<7;5%1i++) {
$9=5%i-1;
Streshhold=Swarray[$il* ((7-$3)/(7-$1)); // priority upgrade treshold
from level $i to $i-1
if (Srow["p".$3]1 * ((7-$3)/(7-$1)) < Srow["p".$i])
if ( Swarray[$31* ((7-53)/(7-$1)) <S$warray[$il) {
Stmps="update sitedata set priority=".$j." where"
." truncate ((timediff (now (), receive-
date)+0)/10000,0)>".Streshhold;
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if (!mysgl query( $tmps, $this->glbdblink))
{
return "database update error<br>".mysqgl error ($this-
>glbdblink) ."<br />".Stmps;

}

?>

A.8 Client Side PMC (TRANSFER_CLIENT_DATA)
<?php

/****************************************************
Class Name= transfer client data
Uses = Class "class_dataconn" in "../includes/dbinc.php"
Class VWRR prioritization in "/prioritization class.php"
Webservice function getHW on "***Fxxxkkdkxdkdkhrrhixxsl
Runs on = Client Site

Definition= This Class transfer client messages to the server site by using web-
service functions

Properties= $clconn: database connectivity class

Methods= doupdatesub: Perform transfer message operation and updates status of

transferred messages base on priorities
xfer: Test network availability to the server socket timeout is 5
second. If network available it calls doupdatesub for transfer
operation, all status logs saved to "conerror" table on client da-
tabase.
In additon this function manipulates the priorities of the messages
which stay long

*****************************************************/

require once ('../includes/dbinc.php');
require once('../prioritization class.php');

class transfer client dataf{
var Sclconn;
var Supdconn;
var $soapclient;
function  construct() {
Sthis->clconn=new class_dataconn;
Sthis->updconn=new class dataconn;

Sthis->clconn->connectdb ( "webclient");
Sthis->updconn->connectdb ( "webclient") ;

}

function  destruct() {
Sthis->clconn->closedb () ;
Sthis->updconn->closedb () ;

}

function doupdatesub ($Spriority, S$pcount)
{
$clidb=$this—>clconn—>glbdblink;
Supd db=$this->updconn->glbdblink;
Sclient = S$this->soapclient;
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Sreturn=$pcount;
Ssglstr = "select siteid, keyid, sequence, lastsec,data,partid from sitedata
where processed=0 and priority= S$priority order by partid";

Sresult = mysqgl query( $sglstr,Scl db);
Srow = mysql fetch assoc($result);

$i=0;
while ($row && S$i<S$Spcount) {
try {
Sinarr= array(Srow["siteid"]

, Srow["keyid"], Srow["sequence"], $row["lastsec"], con-
vert_uuencode($row["data"]));

Sresponse = @ $client->getHW ($Sinarr);
if (Sresponse=="0") {

Supdresult=mysql query ("update sitedata set processed=1 where partid
=".Srow["partid"], $upd db) ;
if (!Supdresult)
{
return -1;
lelse

mysgl query ("commit", $upd db);

lelse
{
Sreturn= -1;
}
Srow = mysqgl fetch assoc (Sresult);
Sit++; h a
}catch (SoapFault $Se) {
echo Se;

}

mysqgl free result (Sresult);

return Sreturn;

}

function xfer () {
Svprioritize=new VWRR prioritization;
Svprioritize->reprioritize();
Sfp = fsockopen ("server", 80, Serrno, Serrstr, 5);
Sresult=mysqgl query("select count(*) as cnt from sitedata where

processed=0", $this->clconn->glbdblink) ;

if(!Sresult) return "no datal";
Srow = mysql fetch assoc($result);
Srowcnt=Srow["cnt"];
if (Srowcnt==0) return "no data2";

if (!$fp) {
fclose ($fp) ;
Sresult=$Serrno."--->".Serrstr;
Ssgl="insert into conerror (RUNTIME, ERRNO,ERRTEXT) values( '".date("D M j
G:i:s T Y")."','".mysql real escape string($errno,$this->clconn->glbdblink) .
"', '".mysql real escape string(Serrstr,Sthis->clconn-
>glbdblink) ."")"
mysqgl query($sqgl, Sthis->clconn->glbdblink) ;
mysqgl query ("commit", $this->clconn->glbdblink) ;
} else{
fclose ($fp) ;
Sthis->soapclient=new SoapClient ("http://server/hw.wsdl") ;
$i=0;
while ($i<S$Srowcnt)
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for ($3=1;$3<7;++5$3){
Stmp = Sthis->doupdatesub ($j, (7-$3) *(7-S7)) ;
if ($tmp>0) $i=$i+Stmp;

}
if ($i::"O") {
mysqgl query ("rollback",$this->clconn->glbdblink) ;
Ssgl="insert into conerror (RUNTIME, ERRNO, ERRTEXT) values( '".date("D M
j G:i:s T Y")."','0000','".mysqgl real escape string(Stmp,S$this->clconn-
>glbdblink) ."')"
mysqgl query ($sgl, $this->clconn->glbdblink) ;
mysgl query ("commit", $this->clconn->glbdblink) ;

}

return S$Sresult;

?>

A.9 SOAP-CLIENT

<?php
/*
Module Name= soap-client.php
Uses = Class "XMLParser" in '"parser.php"
Class "class dataconn" in "includes/dbinc.php"
Runs on = Client Site
Definition= This this module uses webservice functionality for remote ends.
global variables= $server : Soap Service instance.
function= decompressdata: This function decompresses given compressed XML docu-
ment

update data: This function reconstruct the client data from stored
client messages and store the transferred
data to the appropriate tables

=y
Scopressionmethod="gz";
function make seed()
{
list (Susec, $sec) = explode(' ', microtime());
return (float) $sec + ((float) Susec * 100000) ;
}
function externdecompres ($Spdata, Spmethod) {
Stmppath="tmp";
Stoolpath="xmltool";
srand (make seed());
Srandval = rand();
Sinfilename=$tmppath."\\tmp".Srandval.".xmi"
Soutfilename=Stmppath."\\tmp".Srandval.".xml"
Shandle = fopen($Sinfilename, "w");
fwrite (Shandle, S$pdata);
fclose (Shandle) ;
Scmd=S$toolpath."\\xdemill -f -d " .$infilename;

shell exec ($cmd) ;

57



Shandle = fopen(Soutfilename, "rb");
Stmps=fread ($handle, filesize(Soutfilename)) ;
fclose ($handle) ;

//shell exec("del ".Soutfilename);

//shell exec("del ".$infilename) ;

return S$tmps;

function decompressdata ($pdata) {
global S$copressionmethod;

switch (Scopressionmethod) {

case "n"
Stmps=S$pdata;
break;

case "b":
Stmps = bzdecompress (Spdata) ;
break;

default:
Stmps = externdecompres ($pdata, $copressionmethod) ;
break;

}

return S$tmps;

}
require once ("includes/dbinc.php");

function update data (Spkeyid) {
include "parser.php";

$Sclconnl=new class dataconn;

SE@tuen="" ¢

Sclconnl->connectdb ("webclient") ;

Ssgl="select remsequence, data from sitemessage where remkeyid=S$pkeyid and
processed=0 order by remsequence";

Sresult=mysql query($sql,$clconnl->glbdblink) ;
Sxmldata="";
Shash="";

if (S$row = mysgl fetch assoc($result)) {

if (Srow['remsequence']==0) {
Shash=Srow['data'];
while (Srow = mysgl fetch assoc($Sresult)) {

Sxmldata=$xmldata.Srow['data'];

}

if (md5 ($xmldata)==Shash) {
S$xmldata=decompressdata ($xmldata) ;

Sclparser=new XMLParser ($xmldata);

// return;
if (Sclparser—->itemcnt>0) {

for ($1=0;$i< S$Sclparser->itemcnt;$i+=1) {
mysqgl query("delete from ".Sclparser->tabletype." where
REMID=".$clparser->dataarr[$i] ["id"], Sclconnl->glbdblink) ;
Scllist=split(",",$clparser->tablecolumns) ;
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Sclstr="";
Scolvalue="";
foreach($cllist as $itemstr)
if (Sitemstr!="id" ) {
Sclstr=S$clstr.S$itemstr.",";
$colvalue=Scolvalue.”"'". mysqgl real escape string(
Sclparser—->dataarr([$i] [Sitemstr], Sclconnl->glbdblink).""',";
}
Sclstr=substr (Sclstr,0,strlen(Sclstr)-1);
Scolvalue=substr ($colvalue, 0,strlen(Scolvalue) -1);
$sgl="insert into ".S$clparser->tabletype." (".$clstr.")
values ($Scolvalue)" ;

mysqgl query($sgl,$clconnl->glbdblink) ;
mysgl query ("commit",$clconnl->glbdblink) ;
Sreturn="0";
}
mysgl query( "update sitemessage set processed=1 where remkey-
id=" .Spkeyid,S$clconnl->glbdblink) ;
mysgl query ("commit",$clconnl->glbdblink) ;
}
} else
{Sreturn= -3; } // hash error corrupted data
} else {
Sreturn= -2; //invalid data
}
} else
Sreturn=-1; // db or query error
Sclconnl->closedb () ;
return Sreturn;

}

function getHW ($Sarr) {
Sclconn=new class dataconn;;
Sclconn->connectdb ("webclient") ;
Ssiteid= $arr[0];
Skeyid= Sarr[12];
Spartnr = Sarr[15];
Slpartnr = Sarr[14];
$ldatazmysql_real_escape_string(convert_uudecode($arr[16]),$clconn—>glbdblink);
$sgl = "CALL sp inssitemessage (Skeyid, $Spartnr,$lpartnr, 'Sldata')";

Sresult = mysql query($sql, Sclconn->glbdblink) ;
if (!$result)
{
Sresult= urlencode ("database update error<br>".mysgl error($Sclconn-
>glbdblink) ."<br />$siteid, Skeyid, Spartnr,$lpartnr") ;
Sclconn->closedb () ;
return Sresult;
}
mysqgl query ("commit",$clconn->glbdblink) ;
Ssqgql= "select count (partid) as scnt from sitemessage where remkeyid= S$keyid
and processed=0";
// return $sql;
Sresult = mysqgl query($sqgl,Sclconn->glbdblink);
Sreturn="0";
if ($row = mysgl fetch assoc(Sresult)
if (Srow['scnt']==(Slpartnr +1))
Sreturn= update data($keyid);

) {
{

}
}
Sclconn->closedb () ;
// return Sreturn;
return Sreturn ;
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ini set("soap.wsdl cache enabled", "0");
Sserver = new SoapServer ("hw.wsdl") ;
Sserver->addFunction ("getHW") ;
Sserver->handle () ;

?>

A.10 Server Side MPC ( POPULATE_SDATA)

<?php

/*

Class Name= populate sdata

Uses = Class "class dataconn" in "includes/dbinc.php"
Runs on = Server Site

Definition= This class will prepate the transfer messages from actual data tables
It will compress the messages and store them in to "sitemessage" table
for data transfer
each message chunk will be 10240 bytes.
Properties= Sclconn: database connectivity class
Scopressionmethod: Preferred Data Compression Method

Methods= externcompres: Calls external compression tools for different XML com-
pression algorithms
such as XMill, gzip, ppmdi
fboxdata:Compresses the XML Message
make seed: Generate seed for randomization
prepplist: Generate transfer messages for a given table base on prior-

ities
dodatamain:calls preplist for different priorities
Message= The following xml document template will be used for data transfer
messages
<?xml version="1.0" encoding="ISO-8859-1"7? >
<BODY>
<DEF> The name of the table that transferred data belongs </DEF>
<COLUMNS>Names of the columns that row data belongs to</COLUMNS>
<ROW> <COLUMN NAME> Data </COLUMN NAME> ... </ROW>
<ROW>... </ROW>
<ROW>... </ROW>
</BODY>
*/
require once ("includes/dbinc.php");

class populate sdata{
var Sclconn;
var $glbdblink;
var Stransferrate;
var S$Scopressionmethod;

function _ construct () {
Sthis->clconn=new class_dataconn;
Sthis->clconn->connectdb ( "webdata") ;
Sthis->glbdblink=$this->clconn->glbdblink;
Sthis->transferrate=10240;//10240 7168
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Sthis->copressionmethod="gz";

}

function  destruct() {
Sthis->clconn->closedb () ;
}

function externcompres ($pdata, $Spmethod) {

Stmppath="tmp" ;

Stoolpath="xmltool";

srand ($this->make seed());

Srandval = rand() ;
Sinfilename=$tmppath."\\tmp".S$randval.".xml" ;

Soutfilename=S$tmppath."\\tmp".Srandval.".xmi" ;

Shandle = fopen($infilename, "w");
fwrite ($handle, S$pdata);
fclose (Shandle) ;

switch ( Spmethod) {

case "xm":
Scmd=S$toolpath.'\\xcmill -f -d -9 '.$infilename;
break;

case "gz":
Scmd=S$toolpath.'\\xcmill -f -d -9 -z ' .S$infilename;
break;

case "nz":
Scmd=S$toolpath.'\\xcmill -f -d -9 -z ' .S$infilename;
break;

case "pm":
Scmd=S$toolpath.'\\xcmill -f -d -9 -P ' .S$infilename;
break;

shell exec($cmd) ;

Shandle = fopen(Soutfilename, "rb");
Stmps=fread ($handle, filesize(Soutfilename)) ;
fclose (Shandle) ;

shell exec("del ".Soutfilename) ;
shell exec("del ".$infilename) ;

return Stmps;

}

function fboxdata ($pdata)
{

switch ($Sthis->copressionmethod) {

case "n"
Stmps=S$pdata;
break;

case "b":
Stmps = bzcompress ($Spdata) ;

// echo "\n<br>\n".strlen (Stmps)."\n<br>";

break;

default:
Stmps = Sthis->externcompres ($Spdata,$this->copressionmethod) ;
break;

}

return S$tmps;

}

function make seed()
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list (Susec, $sec) = explode(' ', microtime());
return (float) $sec + ((float) S$Susec * 100000);
}
function fprepdata (Spxmldata, $siteid)
{
Stmps ="SELECT * FROM type table where TYPE NAME='sitemessage.KEYID'";
Sresult= mysql query( Stmps,Sthis->glbdblink);
if (!Sresult)
{
return "database update error<br>".mysql error ($Sthis->glbdblink)."<br

/>".Stmps;

}
if (mysgl num rows (Sresult) == 0) {
return "Type error ";

}
Srow = mysql fetch assoc(Sresult);
Skeyid=Srow ["TYPE NUMVAL"]+1;

Stmps = "update type table set TYPE NUMVAL=".Skeyid." where
TYPE NAME='sitemessage.KEYID'";
if (!mysgl query( $tmps, $this->glbdblink))
{
return "database update error<br>".mysql error ($this->glbdblink) ."<br

/>".Stmps;

}

Smaxarr = intval (strlen (Spxmldata) / $this->transferrate) ;
if( Smaxarr * Sthis->transferrate < strlen ($pxmldata))
Smaxarr = 1 + Smaxarr;
Stmps = "insert into sitemessage (siteid, keyid, sequence,"
"LASTSEC, data, receivedate) values (S$Ssiteid, $keyid, 0, Smaxarr

(1}
14
"o

.mysgl real escape string( md5($pxmldata))."',
CURRENT TIMESTAMP)";
if (!mysgl query( $tmps, $this->glbdblink))
{
echo "database update error<br>".mysql error ($this->glbdblink) ."<br
/>".Stmps;
die;
}
for ($1i = 0; $i < Smaxarr; ++S$1i)

{

$3=8i+1;

Stmps= mysgl real escape string( substr( S$pxmldata,S$i*Sthis-
>transferrate, $this->transferrate), $this->glbdblink) ;

Stmps = "insert into sitemessage (siteid,keyid, sequence,"

"LASTSEC,data, receivedate) values (S$siteid,S$keyid,$j, Smaxarr
, 'Stmps', CURRENT TIMESTAMP)";
if (!mysgl query( Stmps,S$this->glbdblink))
{
return "database update error<br>".mysgl error (Sthis-
>glbdblink) ."<br />".Stmps;
}
}
mysgl query( "commit",Sthis->glbdblink) ;
return "0";

}

function dodatamain ($xfertablename, Scolumnsstr, S$siteid ) {
Sresult="--".S$this->prepplist ($xfertablename, $Scolumnsstr , $siteid);

return S$result;

}

function prepplist ($xfertablename, $Scolumnsstr, $siteid) {
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$pidS:" ",

Scolumnsarr=split(",", Scolumnsstr) ;
Stmps = "select S$columnsstr from $xfertablename where processed=0 and
SITEID=".$siteid;
Sresult = mysgl query(Stmps,Sthis->glbdblink);
if (!Sresult) {
return "Could not successfully run query ($tmps) from DB: "
mysqgl error ($Sthis->glbdblink) ;
}
if (mysgl num rows (Sresult) == 0) {
return "No rows found, nothing to print so am exiting";

}

Sxmldata="<?xml version=\"1.0\" encoding=\"ISO-8859-1\"2".">";
Sxmldata=S$xmldata." \n<BODY>\n\t<DEF>S$xfertablename</DEF>";
Sxmldata=$xmldata." \n\t<COLUMNS>S$columnsstr</COLUMNS>";

while (Srow = mysql fetch assoc ($result)) {

Sxmldata=S$xmldata . "\n\t<ROW>";
foreach ($columnsarr as S$itemstr)
Sxmlda-
ta=$xmldata."<$itemstr><! [CDATA[".Srow["Sitemstr"]."]]></$itemstr>";

Sxmldata=S$xmldata."</ROW>";
if (Spids!="")
Spids=S$pids.",";
Spids=Spids. Srow["id"];
}
Sxmldata=S$xmldata." \n</BODY>";
Sthis->fprepdata ($Sthis->fboxdata ($xmldata), $siteid) ;

mysqgl free result (Sresult);
Ssql= T"update $xfertablename set processed=1 where id in ($pids)";
Sresult = mysqgl query($sql,$this->glbdblink) ;
if (!Sresult) {
return "Could not successfully run query ($sqgl) from DB:
mysgl error ($Sthis->glbdblink) ;
}
mysql_free_result($result);
return "0";

?>

A.11 Listener (TRANSFER_SERVER_DATA)

<?php
/****************************************************
Class Name= transfer server data
Uses = Class "class dataconn" in "../includes/dbinc.php"
Class VWRR prioritization in "/prioritization class.php"
Webservice function getHW on "http://192.168.126.129/hw.wsdl"
Runs on = Server Site

Definition= This Class transfer client messages to the server site by using web-
service functions

Properties= Sclconn: database connectivity class

Methods= doupdatesub: Perform transfer message operation and updates status of

transferred messages base on priorities
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xfer: Test network availability to the server socket timeout is 5
second. If network available it calls doupdatesub for transfer
operation, all status logs saved to "conerror" table on client da-
tabase.

In additon this function manipulates the priorities of the messages
which stay long

*****************************************************/

require once ('../includes/dbinc.php');
//require once('../prioritization class.php');

class transfer server dataf{

var Sclconn;

var S$updconn;

var S$soapclient;

var Sclientwsdl;

var Sclientip;

var S$clientport;

function _ construct() {
Sthis->clconn=new class dataconn;
Sthis->updconn=new class_dataconn;

Sthis->clconn->connectdb ( "webdata") ;
Sthis->updconn->connectdb ( "webdata") ;

}

function _ destruct() {
Sthis->clconn->closedb () ;
Sthis->updconn->closedb () ;

}

function doupdatesub ($siteid)
{
$cl db=S$this->clconn->glbdblink;
Supd db=$this->updconn->glbdblink;
Sclient = $this->soapclient;
Sreturn=1;
$Ssglstr = "select siteid, keyid, sequence, lastsec,data,partid from sitemessage
where processed=0 and siteid= $siteid order by partid";

Sresult = mysql query( $sglstr, $cl db);
Srow = mysql fetch assoc (Sresult);

$1=0;
while (Srow ) {
try {
Sinarr= array (Srow["siteid"]

, Srow["keyid"],Srow["sequence"],Srow["lastsec"], con-
vert uuencode ($row["data"]));

Sresponse = @ Sclient->getHW (Sinarr);
if (Sresponse=="0") {

Supdresult=mysql query ("update sitemessage set processed=1l where par-
tid =".$row["partid"], Supd db) ;
if (!Supdresult)
{
return -1;
}else

mysqgl query ("commit", Supd db) ;

}else
{
echo $response;
Sreturn= -1;

64



Srow = mysgl fetch assoc (Sresult);
Sit+; a -

}catch (SoapFault $e) {
echo Se;

}
}

if (Sreturn==1) Sreturn=$i;
mysql free result (Sresult);

return Sreturn;

}

function xfer ($siteid) {
Ssgl="select IP,PORT,WSDL from siteinfo where id=S$siteid";

Sresult = mysqgl query( $sqgl,Sthis->clconn->glbdblink);
Srow = mysql fetch assoc($result);
Sthis->clientIP=Srow["IP"];
Sthis->clientport=Srow["PORT"] ;
Sthis->clientwsdl=$row ["WSDL"];
// Svprioritize=new VWRR prioritization;
// Svprioritize->reprioritize();
Sfp = fsockopen ($this->clientip, S$this->clientport, S$errno, Serrstr, 5);
Sresult=mysqgl query("select count(*) as cnt from sitemessage where
processed=0 and siteid=$siteid", $this->clconn->glbdblink) ;
if(!Sresult) return "no datal";
Srow = mysql fetch assoc($result);
Srowcnt=Srow["cnt"];
if (Srowcnt==0) return "no data2";

if (!$fp) {
fclose ($fp) ;
Sresult=$errno."--->".Serrstr;
$sgl="insert into conerror (RUNTIME, ERRNO,ERRTEXT) values( '".date("D M j
G:i:s T Y")."','".mysql real escape string($Serrno,$this->clconn->glbdblink).

, '".mysgl real escape string($errstr." - ".S$this->clientip."-
". Sthis->clientport, $this->clconn->glbdblink)."")"
mysgl query($sqgl, $this->clconn->glbdblink) ;
mysqgl query ("commit", $this->clconn->glbdblink) ;
} else{
fclose ($fp) ;
Sthis->soapclient=new SoapClient ($Sthis->clientwsdl) ;
$i=0;
while ($i<$Srowcnt )

{

’

Stmp = $this->doupdatesub ($siteid) ;
if (Stmp>0) $i=S$i+Stmp;

}
if ($i=="0") {
mysqgl query ("rollback",Sthis->clconn->glbdblink) ;
$Ssgl="insert into conerror (RUNTIME, ERRNO, ERRTEXT) values( '".date("D M
j G:i:s T Y")."','0000',"'".mysql real escape string($tmp,Sthis->clconn-
>glbdblink) ."")"
mysqgl query ($sqgl, $this->clconn->glbdblink) ;
mysqgl query ("commit", $this->clconn->glbdblink) ;

}

return Sresult;

?>
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A.12 SOAP_SERVER

<?php
/*
Module Name= soap-server.php
Uses = Class "XMLParser" in '"parser.php"
Class "class dataconn" in "includes/dbinc.php"
Runs on = Server Site
Definition= This this module uses webservice functionality for remote ends.
global variables= S$server : Soap Service instance.
function= decompressdata: This function decompresses given compressed XML docu-
ment

update data: This function reconstruct the client data from stored
client messages and store the transferred
data to the appropriate tables

=y
Scopressionmethod="gz";
function make seed()
{
list (Susec, $sec) = explode(' ', microtime());
return (float) $sec + ((float) S$Susec * 100000) ;
}
function externdecompres ($pdata, $Spmethod) {
Stmppath="tmp";
Stoolpath="xmltool";
srand (make seed());
Srandval = rand() ;
Sinfilename=$tmppath."\\tmp".S$randval.".xmi"
Soutfilename=S$tmppath."\\tmp".Srandval.".xml"
Shandle = fopen($infilename, "w");
fwrite ($handle, S$pdata);
fclose (Shandle) ;
Scmd=S$toolpath."\\xdemill -f -d " .$infilename;

shell exec($cmd);

Shandle = fopen(Soutfilename, "rb");
Stmps=fread ($handle, filesize (Soutfilename)) ;
fclose (Shandle) ;

//shell exec("del ".Soutfilename);

//shell exec("del ".$infilename);
return Stmps;

function decompressdata (Spdata) {
global S$copressionmethod;

switch (Scopressionmethod) {

case "n"
Stmps=Spdata;
break;

case "b":
Stmps = bzdecompress ($Spdata) ;
break;

default:
Stmps = externdecompres ($pdata, Scopressionmethod) ;
break;

}

return S$tmps;
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}
require once ("includes/dbinc.php");

function update data (Spsiteid, Spkeyid) {
include "parser.php";

Sclconnl=new class dataconn;

Sreturn="";

Sclconnl->connectdb ("webdata") ;

Ssgl="select remsequence, data from webdata.sitedata where siteid=$psiteid and
remkeyid=S$pkeyid and processed=0 order by remsequence";

Sresult=mysql query($sql, $clconnl->glbdblink) ;
Sxmldata="";
Shash="";

if (S$row = mysgl fetch assoc(Sresult)) {

if (Srow]'remsequence']==0) {
Shash=S$row['data'];
while (Srow = mysql fetch assoc($result)) {

Sxmldata=$xmldata.Srow['data'];

}

if (md5 ($xmldata)==Shash) {
$xmldata=decompressdata ($xmldata) ;

Sclparser=new XMLParser ($xmldata);

// return;
if (Sclparser->itemcnt>0) {

for ($1=0;$1i< S$Sclparser->itemcnt;$i+=1) {

mysgl query("delete from ".S$clparser->tabletype." where
SITEID=Spsiteid and REMID=".Sclparser->dataarr[$i] ["id"], $clconnl->glbdblink) ;

Scllist=split (",", S$clparser->tablecolumns) ;

Sclstr="";

Scolvalue="";

foreach($cllist as S$itemstr)

if (Sitemstr!="1id" ) {

Sclstr=Sclstr.$itemstr.",";
Scolvalue=$colvalue."'". mysgl real escape string(

Sclparser->dataarr[$i] [Sitemstr], $clconnl->glbdblink).""',";
}

$sgl="insert into ".S$clparser-
>tabletype." (".Sclstr."siteid, remkeyid, remid) values (Scolvalue"."Spsiteid , S$pkey-
j_d, 1]
.Sclparser->dataarr[$i] ["id"].")" ;

mysgl query($sql,$Sclconnl->glbdblink) ;
mysql query("commit",Sclconnl->glbdblink) ;
Sreturn="0";
}
mysql query( "update webdata.sitedata set processed=1 where
siteid=".$psiteid." and remkeyid=" .Spkeyid,S$clconnl->glbdblink) ;
mysqgl query ("commit", $clconnl->glbdblink) ;
}
} else
{$Sreturn= -3; } // hash error corrupted data
} else {
Sreturn= -2; //invalid data
}
} else
Sreturn=-1; // db or query error
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Sclconnl->closedb () ;
return Sreturn;

}

function getHW (Sarr) {
Sclconn=new class dataconn;;
Sclconn->connectdb ("webdata") ;
$siteid= $arr[0];
Skeyid= S$Sarr[12];
Spartnr = S$Sarr[15];
Slpartnr = Sarr[1l4];
$ldata=mysql real escape string(convert uudecode (Sarr[16]),Sclconn->glbdblink);
$sgl = "CALL sp inssitedata($siteid, $keyid, $Spartnr, $lpartnr, '$ldata')";

Sresult = mysql query($sqgl, Sclconn->glbdblink) ;
if (!Sresult)
{

Sresult= urlencode ("database update error<br>".mysgl error ($clconn-
>glbdblink) ."<br />$siteid, $keyid, Spartnr,$lpartnr") ;
Sclconn->closedb () ;
return Sresult;
}
mysqgl query("commit",S$clconn->glbdblink) ;
$sgql= "select count (siteid) as scnt from sitedata where siteid=S$siteid and rem-
keyid= $keyid and processed=0";

Sresult = mysql query($sql, Sclconn->glbdblink) ;
Sreturn="0";
if (Srow = mysgl fetch assoc($result)) {
if (Srow['scnt']==(S$lpartnr +1)) {
Sreturn= update data($siteid, $keyid);
}
}
Sclconn->closedb () ;
// return Sreturn;
return Sreturn ;

ini set("soap.wsdl cache enabled", "O0");
Sserver = new SoapServer ("hw.wsdl") ;
Sserver->addFunction ("getHW") ;
Sserver->handle () ;

?>

A.13 DISPLAYSERVERDB

<HTML>

<HEAD>

<TITLE>Transferred Items</TITLE>
<style type="text/css">

.stylel {
border-style: solid;
border-width: 1lpx;

}

.style2 {
border: 1lpx solid #000000;
text-align: center;

}

.style3 {
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border: 1lpx solid #000000;
}

}
</style>
</HEAD>
<BODY style="background-color: #99CCFF">
<table cellspacing="1" class="stylel" cellpadding="1" style="width: 800px">
<tr>
<th colspan="3">Transferred Data</th>
</tr>
<tr>

<td style="width: 37px" class="style2"><strong>Site </strong></td>

<td class="style2" style="width: 64px"><strong>Message Number</strong></td>
<td class="style2" style="width: 55%"><strong>Short Description</strong></td>
<td class="style2" style="width: 134px"><strong>Incident Date</strong></td>

<td class="style2" style="width: 107px"><strong>Attachment</strong></td>
</tr>

<?php
require once ("includes/dbinc.php");
Sclconn=new class dataconn;

Sclconn->connectdb ("webdata") ;
Sglbdblink=$clconn->glbdblink; ;

$Ssqglstr = "SELECT y.ID, y. ATTRIBUTE , SITENAME, y. REMKEYID', y. REMID ,x. ID  as
XID,"
." x. DATA 1°, x. DATA 2, x. DATA 3°, x. DATA 4"
." FROM xmltestdata x inner join siteinfo s on x.siteid=s.id left join
xmldocdata y on x.siteid = y.siteid and (x. REMID' = y. TESTDATAID "
." or (x.id=y.testdataid and x.siteid=0)) "
." order by x. SITEID , x. REMID'";

Sresult = mysgl query( $sqglstr, $glbdblink) ;
while (Srow = mysqgl fetch assoc(Sresult)) {

echo "\n <tr>";
echo "\n <td style='width: 306px'

class="style3'>".Srow ["SITENAME"]."</td>";

echo "\n <td style='width: 64px' class='style3'><a
href='/detailincident.php?id=".S$row["XID"]."'>" .Srow["DATA 2"]."</a></td>";

echo "\n <td class='style3'><a
href='/detailincident.php?id=".Srow["XID"]."'>" .Srow["DATA 1"]."</a></td>";

echo "\n <td style='width: 520px' class="'style3'>".Srow["DATA 3"]."</td>";

echo "\n <td style='width: 107px'><a
href=\"extractfile.php?pid=".S$row ["ID"]."\" tar-
get=\" blank\">[".$row["ATTRIBUTE"]."]</a></td>";

echo "\n </tr>";
}

mysgl free result ($result);

Sclconn->closedb () ;
>
</table>

</BODY>
</HTML>
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A.14 Incident Detail

<HTML>

<HEAD>

<TITLE>Transferred Items</TITLE>
<style type="text/css">

p.MsoNormal
{margin-bottom:.0001pt;
font-size:12.0pt;
font-family:"Times New Roman";

margin-left: 0in;

margin-right: 0in;
margin-top: 0in;

}

.style2 {
border: 1lpx solid #000000;
}
</style>
</HEAD>
<?php
require once ("includes/dbinc.php");

Sclconn=new class dataconn;

Sclconn->connectdb ("webdata") ;
Sglbdblink=$clconn->glbdblink; ;

S$sqglstr = "SELECT y.ID, y. ATTRIBUTE , SITENAME, y. REMKEYID', y. REMID ,x. ID  as
XID,"
." x. DATA 1°, x. DATA 2°, x. DATA 3°, x. DATA 4"
." FROM xmltestdata x inner Jjoin siteinfo s on x.siteid=s.id left join
xmldocdata y on x.siteid = y.siteid and (x. REMID' = y. TESTDATAID "
." or (x.id=y.testdataid and x.siteid=0)) "
." where x.id=".$ GET["id"]
." order by x. SITEID , x. REMID'";

Sresult = mysqgl query( $sqglstr, $glbdblink);
Srow = mysqgl fetch assoc($result);

?>

<BODY style="background-color: #99CCFF">
<table class=style2 width="800px" cellspacing="1">

<tr style='mso-yfti-irow:1'>

<td style='width:25%; padding:.75pt .75pt .75pt .75pt; border: lpx solid
#000000; '>

<p class=MsoNormal><b>Incident&nbsp; Number</b></p>

</td><td style='width:25%; border: 1lpx solid #000000;; padding:.75pt .75pt .75pt
.75pt'><?php echo Srow["DATA 2"] ;?></td>

</tr>

<tr style='mso-yfti-irow:2'>

<td style='width:25%; padding:.75pt .75pt .75pt .75pt; border: lpx solid
#000000; '>

<p class=MsoNormal><b>Short Description</b></p>

</td><td style='width:25%; border: 1lpx solid #000000;; padding:.75pt .75pt .75pt
.75pt'><?php echo Srow["DATA 1"] ;°?></td>

</tr>

<tr style='mso-yfti-irow:3'>

<td style='width:25%; padding:.75pt .75pt .75pt .75pt; border: lpx solid
#000000; '>

<p class=MsoNormal><b>Incident Date</b></p>

</td><td style='width:25%; border: lpx solid #000000;; padding:.75pt .75pt .75pt
.75pt'><?php echo Srow["DATA 3"] ;°?></td>

</tr>
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<tr style='mso-yfti-irow:4'>

<td style='width:25%; border: lpx solid #000000;; padding:.75pt .75pt .75pt
.75pt'>

<p class=MsoNormal><b>Detailed Description</b></p>

</td><td style='width:25%; border: 1lpx solid #000000;; padding:.75pt .75pt .75pt
.75pt'><?php echo $row["DATA 4"] ;?></td>

</tr>

<tr style='mso-yfti-irow:5'>

<td style='width:25%; border: lpx solid #000000;; padding:.75pt .75pt .75pt
.75pt'>

<p class=MsoNormal><b>File Attachment</b><o:p></0:p></p>

</td><td style='width:25%; border: 1lpx solid #000000;; padding:.75pt .75pt .75pt
.75pt'><?php echo "<a href=\"extractfile.php?pid=".$row["ID"]."\" tar-
get=\"_blank\">[".$row["ATTRIBUTE"]."]</a>"; ?2></td>

</tr>

</table>

</BODY>
</HTML>
<?php mysql free result (Sresult);

Sclconn->closedb () ;
>

A.15 Create Incident Report

A.15.1 Form Code

<html xmlns:v="urn:schemas-microsoft-com:vml"
xmlns:o="urn:schemas-microsoft-com:office:office"
xmlns:w="urn:schemas-microsoft-com:office:word"
xmlns="http://www.w3.0rg/TR/REC-htm140">

<head>

<meta http-equiv=Content-Type content="text/html; charset=us-ascii">

<meta name=ProgIld content=Word.Document>

<meta name=Generator content="Microsoft Word 11">

<meta name=Originator content="Microsoft Word 11">

<link rel=File-List href="index files/filelist.xml">

<link rel=Edit-Time-Data href="index files/editdata.mso">

<!——[if !mso]>

<style>

v\:* {behavior:url ( )7}

o\:* {behavior:url (#default#VML); }

w\:* {behavior:url (#default#VML) ;}

.shape {behavior:url (#default#VML)

</style>

<![endif]-->

<title>Client Input</title>

<!--[if gte mso 9]><xml>
<o:DocumentProperties>
<o:Author>ncnw scs</o:Author>
<o:LastAuthor>ncnw scs</o:LastAuthor>
<o:Revision>10</o:Revision>
<0:TotalTime>449</0:TotalTime>
<o0:Created>2009-07-01T11:30:00%Z</0:Created>
<o:LastSaved>2009-07-01T19:40:00Z</0:LastSaved>
<o:Pages>1</o:Pages>
<o0:Words>46</0:Words>
<o:Characters>265</o:Characters>
<0:Company>NATO</o:Company>
<o:Lines>2</o:Lines>

#defaul t #VML

’

i}
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<o:Paragraphs>1</o:Paragraphs>
<o:CharactersWithSpaces>310</0:CharactersWithSpaces>
<o0:Version>11.6568</0:Version>
</o:DocumentProperties>
</xml><![endif]--><!--[if gte mso 9]><xml>
<w:WordDocument>
<w:Zoom>BestFit</w:Zoom>
<w:SpellingState>Clean</w:SpellingState>
<w:GrammarState>Clean</w:GrammarState>
<w:FormsDesign/>
<w:ValidateAgainstSchemas/>
<w:SaveIlfXMLInvalid>false</w:SaveIfXMLInvalid>
<w:IgnoreMixedContent>false</w:IgnoreMixedContent>
<w:AlwaysShowPlaceholderText>false</w:AlwaysShowPlaceholderText>
<w:BrowserLevel>MicrosoftInternetExplorerd</w:BrowserLevel>
</w:WordDocument>
</xml><![endif]--><!--[if gte mso 9]><xml>
<w:LatentStyles DeflLockedState="false" LatentStyleCount="156">
</w:LatentStyles>
</xml><![endif]-->
<style>
Ll==
/* Style Definitions */
p.MsoNormal, 1li.MsoNormal, div.MsoNormal
{mso-style-parent:"";
margin:0in;
margin-bottom:.0001pt;
mso-pagination:widow-orphan;
font-size:12.0pt;
font-family:"Times New Roman";
mso-fareast-font-family:"Times New Roman";}
span.SpellE
{mso-style-name:"";
mso-spl-e:yes; }
@page Sectionl
{size:8.5in 11.0in;
margin:1.0in 1.25in 1.0in 1.25in;
mso-header-margin:.5in;
mso-footer-margin:.5in;
mso-paper-source:0; }
div.Sectionl
{page:Sectionl;}
-—>
</style>
<!--[if gte mso 10]>
<style>
/* Style Definitions */
table.MsoNormalTable
{mso-style-name:"Table Normal";
mso-tstyle-rowband-size:0;
mso-tstyle-colband-size:0;
mso-style-noshow:yes;
mso-style-parent:"";
mso-padding-alt:0in 5.4pt 0in 5.4pt;
mso-para-margin:0in;
mso-para-margin-bottom:.0001pt;
mso-pagination:widow-orphan;
font-size:10.0pt;
font-family:"Times New Roman";
mso-ansi-language:#0400;
mso-fareast-language:#0400;
mso-bidi-language:#0400; }
.stylel {
text-align: center;
}
.style2 {
border: 1lpx solid #000000;

}
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</style>
<![endif]--><!--[if gte mso 9]><xml>

<o:shapedefaults v:ext="edit" spidmax="1027">

<o:colormenu v:ext="edit" fillcolor="#9cf"/>
</o:shapedefaults></xml><![endif] --><!--[if gte mso 9]><xml>
<o:shapelayout v:ext="edit">

<o:idmap v:ext="edit" data="1"/>

</o:shapelayout></xml><! [endif]-->

<script>
function defaultDATE () {
var d = new Date();

return d.getFullYear ()+"-"+d.getMonth ()+"-"+d.getDate () +"
"+d.getHours () +":"+d.getMinutes () +":"+d.getSeconds () ;
}

</script>
</head>

<body bgcolor="#99CCFF" lang=EN-US style='tab-interval:.5in' onl-
cad="document.all ('data 3').value=defaultDATE() ;">

<div class=Sectionl>

<p class=stylel><br style='mso-special-character:line-break'>
</p>

<form method=post target="upload target" action="client-server.php" enc-
type='multipart/form-data' >
<div align="center">
<table class=style2 width="100%"
style="'width:800px; mso-cellspacing:1l.5pt;mso-padding-alt:0in 5.4pt O0in 5.4pt'
cellspacing="0">
<tr style='mso-yfti-irow:0;mso-yfti-firstrow:yes'>
<td style='padding:.75pt .75pt .75pt .75pt; width: 48%;'>
<p class=MsoNormal>&nbsp;</p>
<p class=MsoNormal><strong>Priority</strong></p></td><td>
<select name=prioritym id=prioritym>
<option value=1> High</option>
<option value=2> Higher Medium</option>
<option value=3> Medium</option>
<option value=4 selected> Low</option>
</select>
</td>
</tr>
<tr style='mso-yfti-irow:1'>
<td style='width:48%; padding:.75pt .75pt .75pt .75pt'>
<p class=MsoNormal><b>Incident&nbsp; Number</b></p>
</td>
<td width="40%" >
<p class=MsoNormal><a name="OLE LINK2"></a><a name="OLE LINK1"><span
style="'mso-bookmark:0LE LINK2'><span style='font-size:10.0pt"'>
<!--webbot bot="Validation" s-display-name="MSNUMBER" s-data-type="Integer" s-
number-separators="x" b-value-required="TRUE" i-minimum-length="1" i-maximum-
length="4" s-validation-constraint="Greater than or equal to" s-validation-
value="1" s-validation-constraint="Less than or equal to" s-validation-value="9999"
S0
<INPUT TYPE="text" SIZE="4" NAME="data 2" onchange="" style="width: 54px" val-
ue="0" maxlength="4"><div id=dvmsgnr></div></span></span></a><span
style='font-size:10.0pt'><o:p></0:p></span></p>
</td> <td align=left> <p class=MsoNormal>&nbsp;</p>
</td>
</tr>
<tr style='mso-yfti-irow:2'>
<td style='width:48%; padding:.75pt .75pt .75pt .75pt'>
<p class=MsoNormal><b>Short Description</b></p>
</td>
<td style='padding:.75pt .75pt .75pt .75pt' colspan=2>
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<p class=MsoNormal><a name="OLE LINK5"></a><a name="OLE LINK4"></a><a
name="OLE LINK3"><span style='mso-bookmark:0LE LINK4'><span style='mso-bookmark:
OLE LINK5'><span style='font-size:10.0pt'>
<!--webbot bot="Validation" s-display-name="sd" s-data-type="String" b-
value-required="TRUE" i-minimum-length="1" i-maximum-length="500" -->
<TEXTAREA NAME="data 1" style="width: 276px; height:
76px"></TEXTAREA></span></span></span></a><span
style="font-size:10.0pt'><0:p></0:p></span></p>
</td>
</tr>
<tr style='mso-yfti-irow:3'>
<td style='width:48%; padding:.75pt .75pt .75pt .75pt'>
<p class=MsoNormal><b>Incident Date <span
style="mso-spacerun:yes'>&nbsp;</span></b></p>
<p class=MsoNormal><b> (<span class=SpellE>yyyy-mm-dd</span> <span
class=SpellE>hh:mm:nn</span>)</b></p>
</td>
<td style='padding:.75pt .75pt .75pt .75pt' colspan=2>
<p class=MsoNormal><span style='font-size:10.0pt'>
<INPUT TYPE="text" MAXLENGTH="20" SIZE="44" NAME:"data_3" style="width:
197px"></span></p>
</td>
</tr>
<tr style='mso-yfti-irow:4'>
<td style='width:48%; padding:.75pt .75pt .75pt .75pt'>
<p class=MsoNormal><b>Detailed Description</b></p>
</td>
<td style='padding:.75pt .75pt .75pt .75pt' colspan=2>
<p class=MsoNormal><span style='font-size:10.0pt'>
<!--webbot bot="Validation" s-data-type="String" b-value-required="TRUE" i-
minimum-length="1" i-maximum-length="1000" -->
<TEXTAREA NAME="data 4" style="width: 502px; height:
110px"></TEXTAREA></span></p>
</td>
</tr>
<tr style='mso-yfti-irow:5'>
<td style='width:48%; padding:.75pt .75pt .75pt .75pt'>
<p class=MsoNormal><b>File Attachment</b><o:p></0:p></p>
</td>
<td width="30%" style='padding:.75pt .75pt .75pt .75pt' >
<input type=file size=20 name=infile id=infile>
<p class=MsoNormal><o:p>&nbsp;</0:p></p>
</td> <td align=left>
<p class=MsoNormal>&nbsp; </p>
</td>
</tr>
<tr style='mso-yfti-irow:5'>
<td style='width:48%; padding:.75pt .75pt .75pt .75pt'>
<p class=MsoNormal>
<b>Attachment Priority</b></p></td>
<td width="30%" style='padding:.75pt .75pt .75pt .75pt' >
<select name=priorityf id=priorityf>
<option value=1> High</option>
<option value=2> Medium</option>
<option value=3 selected> Low</option>
</select></td> <td align=left>
&nbsp;</td>
</tr>
<tr style='mso-yfti-irow:6;mso-yfti-lastrow:yes'>
<td style='width:48%; padding:.75pt .75pt .75pt .75pt'>
&nbsp;</td>
<td style='padding:.75pt .75pt .75pt .75pt' colspan=2>
<p class=MsoNormal><o:p>&nbsp;</o0:p></p>
<input type=submit value=Save style="width: 266px"></td>
</tr>
</table>

<p class=MsoNormal><o:p><strong>Result</strong></o:p></p>
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<p class=MsoNormal>

<iframe id="upload target" name="upload target" src="" style='border: Opx solid

white; height:130px;

width:38%"'>

<span style='mso-spacerun:yes'>&nbsp; &nbsp; &nbsp; </span><span
style="mso-spacerun:yes'>&nbsp;</span>

</iframe>
</p>
</div>
</form>
</div>

</body>

</html>

A.15.2

<?php
require once

Sclconn=new class dataconn;

Update Page Code

Sfpath = "tmp/";

Sclconn->connectdb ("webclient") ;

('../includes/dbinc.php') ;

foreach ($_POST as Skitem => Scitem) {
switch ($Skitem) {
case "data 1":

Sdl=Scitem;
break;

case "data 2":

case

case

case

case

}

Ssgl=sprintf ("insert into xmltestdata
values('%$s',%s,'%s',"'%s',%s)"

$d2=Scitem;
break;
"data 3":
Sd3=Scitem;
break;
"data 4":
$Sd4=Scitem;
break;

"prioritym":

Spl=Scitem;
break;

"priorityf":

Sp2=Scitem;
break;

(DATA 1,DATA 2,DATA 3,DATA 4,PRIORITY)

, mysqgl real escape string($dl, $clconn->glbdblink
, mysqgl real escape string($d2, $clconn->glbdblink

, mysqgl real escape string($dé4, $clconn->glbdblink

)
)
, mysql real escape string($d3, $clconn->glbdblink)
)
)

, mysgl real escape string($pl,Sclconn->glbdblink)) ;

if (!mysgl query( $sqgl,Sclconn->glbdblink))

{
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echo "database update error<br>".mysqgl error (Sclconn->glbdblink) ."<br
/>".S$sql;
die;
}
Sdl=mysqgl insert id( $clconn->glbdblink) ;

if (count($ _FILES)>0) {

Starget path = $fpath . basename( $ FILES['infile']['name']);
if (!move uploaded file($ FILES['infile']['tmp name'], S$target path)) {
echo "FILE INPUT Error <br>". S$target path."....
<br>".$ FILES['infile']['tmp name'];
die;

}
Ssgl=sprintf ("insert into xmldocdata (data,attribute, testdataid, priority)
values ('%s','%s',%s,%s)"
’ mysgl real escape string(file get contents (S$tar-
get_path, FILE BINARY), $clconn->glbdblink)
,mysgl real escape string( $ FILES['infile']['name'], $clconn-
>glbdblink)
’ $dl
, mysgl real escape string(S$Sp2+2,Sclconn->glbdblink)) ;
if (!mysgl query( $sql, $clconn->glbdblink))
{
echo "database update error<br />".$sqgl;
die;
}
}
Sclconn->closedb () ;
echo "Data saved";
?>

A.16 Register Client Message

<html xmlns:v="urn:schemas-microsoft-com:vml"
xmlns:o="urn:schemas-microsoft-com:office:office"
xmlns:w="urn:schemas-microsoft-com:office:word"
xmlns="http://www.w3.0rg/TR/REC-htm140">

<head>

<meta http-equiv="Content-Language" content="en-us">

<meta http-equiv=Content-Type content="text/html; charset=windows-1252">

<link rel=File-List href="index files/filelist.xml">

<link rel=Edit-Time-Data href="index files/editdata.mso">

<!--[1if !mso]>

<style>

v\:* {behavior:url ( )7}

o\:* {behavior:url (#default#VML); }

w\:* {behavior:url (#default#VML) ; }

.shape {behavior:url (#default#VML)

</style>

<![endif]-->

<title>Client Input</title>

<!--[if gte mso 9]><xml>
<o:DocumentProperties>
<o:Author>ncnw scs</o:Author>
<o:LastAuthor>ncnw scs</o:LastAuthor>
<o:Revision>10</o:Revision>
<o0:TotalTime>449</0:TotalTime>
<0:Created>2009-07-01T11:30:00Z</0:Created>
<o:LastSaved>2009-07-01T19:40:00Z</o0:LastSaved>
<o:Pages>1</o:Pages>
<o0:Words>46</0:Words>
<o:Characters>265</o:Characters>
<0:Company>NATO</o:Company>

#defaul t #VML

’

i}
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<o:Lines>2</o:Lines>
<o:Paragraphs>1</o:Paragraphs>
<o:CharactersWithSpaces>310</0o:CharactersWithSpaces>
<o:Version>11.6568</0:Version>
</o:DocumentProperties>
</xml><![endif]--><!--[if gte mso 9]><xml>
<w:WordDocument>
<w:Zoom>BestFit</w:Zoom>
<w:SpellingState>Clean</w:SpellingState>
<w:GrammarState>Clean</w:GrammarState>
<w:FormsDesign/>
<w:ValidateAgainstSchemas/>
<w:SavelfXMLInvalid>false</w:SavelfXMLInvalid>
<w:IgnoreMixedContent>false</w:IgnoreMixedContent>

<w:AlwaysShowPlaceholderText>false</w:AlwaysShowPlaceholderText>
<w:BrowserLevel>MicrosoftInternetExplorer4</w:BrowserLevel>

</w:WordDocument>
</xml><![endif]--><!--[if gte mso 9]><xml>

<w:LatentStyles DefLockedState="false" LatentStyleCount="156">

</w:LatentStyles>
</xml><![endif]-->
<style>
Ll==
/* Style Definitions */
p.MsoNormal, 1li.MsoNormal, div.MsoNormal
{mso-style-parent:"";
margin:0in;
margin-bottom:.0001pt;
mso-pagination:widow-orphan;
font-size:12.0pt;
font-family:"Times New Roman";
mso-fareast-font-family:"Times New Roman";}
span.SpellE
{mso-style-name:"";
mso-spl-e:yes; }
@page Sectionl
{size:8.5in 11.0in;
margin:1.0in 1.25in 1.0in 1.25in;
mso-header-margin:.5in;
mso-footer-margin:.5in;
mso-paper-source:0; }
div.Sectionl
{page:Sectionl;}
-—>
</style>
<!--[if gte mso 10]>
<style>
/* Style Definitions */
table.MsoNormalTable
{mso-style-name:"Table Normal";
mso-tstyle-rowband-size:0;
mso-tstyle-colband-size:0;
mso-style-noshow:yes;
mso-style-parent:"";
mso-padding-alt:0in 5.4pt 0in 5.4pt;
mso-para-margin:0in;
mso-para-margin-bottom:.0001pt;
mso-pagination:widow-orphan;
font-size:10.0pt;
font-family:"Times New Roman";
mso-ansi-language:#0400;
mso-fareast-language: #0400;
mso-bidi-language:#0400; }
</style>
<![endif]--><!--[if gte mso 9]><xml>
<o:shapedefaults v:ext="edit" spidmax="1027">
<o:colormenu v:ext="edit" fillcolor="#9cf"/>

</o:shapedefaults></xml><! [endif] --><!--[if gte mso 9]><xml>
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<o:shapelayout v:ext="edit">
<o:idmap v:ext="edit" data="1"/>
</o:shapelayout></xml><! [endif]-->
<script>
function defaultDATE () {
var d = new Date ()
return d.getFullYear ()+"-"+d.getMonth ()+"-"+d.getDate () +"
"+d.getHours () +":"+d.getMinutes () +":"+d.getSeconds () ;
}

</script>
</head>

<body bgcolor="#99CCFF" lang=EN-US style='tab-interval:.5in' onl-

ocoad="document.all ('data 3') .value=defaultDATE () ;">
<?php
require once ('includes/dbinc.php');

Sclconn=new class_dataconn;
Sclconn->connectdb ("webdata") ;

if ($ POST["fsbmt"]==1) {

Sfpath = "tmp/";

if (count($ _FILES)>0) {

Starget path = S$fpath . basename( $ _FILES['fattach']['name']);
if (!move uploaded file($ FILES['fattach']['tmp name'], Starget path)) {
echo "FILE INPUT Error <br>". $target path."....
<br>".$ FILES['fattach']['tmp name'];
die;

}
Ssgl=sprintf ("insert into mes-
sage (SITEID, SUBJECT, BODY, ATTACHMENT , ATTACHMENTNAME) values (%s,'%s','%$s','%$s','$s')"
, $ POST["fsite"]
,mysgl real escape string($_POST["fsub"],Sclconn->glbdblink)
,mysgl real escape string($ POST["fbody"], $clconn->glbdblink)
,mysgl real escape string(file get contents (Star-
get path, FILE BINARY), $clconn->glbdblink)
,mysgl real escape string/( basename (
$ FILES['fattach']['name']), $clconn->glbdblink)) ;
if (!mysgl query( $sqgl, Sclconn->glbdblink))
{
echo "database update error<br />".S$sqgl;
die;

echo "<a href='javascript:history.go(-1);'> Data Saved</a>";

telse{
?>
<form method="post" action="" name="frm data" enctype='multipart/form-data'>
<table style="width: 70%" align="center">
<tr>
<td style="width: 169px"><strong>Destination Site</strong></td>
<td>
<select name="fsite">
<option selected="" value="-1">All</option>
<?php
Ssglstr = "select * from siteinfo";
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Sresult = mysqgl query( $sqglstr, $Sclconn->glbdblink);

while (Srow = mysql fetch assoc($result)) {
echo "\n <option value=\"".Srow["ID"]."\">";
echo "\n ". $Srow["SITENAME"];

echo "\n </option>";
}
mysgl free result ($result);

?>
</select></td>
</tr>
<tr>
<td style="width: 169px"><strong>Subject</strong></td>
<td>
<!--webbot bot="Validation" b-value-required="TRUE" i-minimum-
length="1" i-maximum-length="512" -->

<input name="fsub" type="text" style="width: 399%px" max-
length="512"></td>

</tr>
<tr>
<td style="width: 169px"><strong>Body</strong></td>
<td>
<!--webbot bot="Validation" B-Value-Required="TRUE" I-Minimum-
Length="1" I-Maximum-Length="2000" -->

<textarea name="fbody" style="width: 395px; height:
176px"></textarea></td>

</tr>

<tr>
<td style="width: 169px"><strong>Attachment</strong></td>
<td>
<input name="fattach" type="file"></td>

</tr>

<tr><td colspan=2><center><input type=submit val-

ue=Submit></center></td></tr>

</table>

<input type=hidden value=1 name=fsbmt>
</form>
<?php
}
?>
</body>

</html>

<?php
Sclconn->closedb () ;
>

79



Appendix B. DATABASE SOURCE CODES

B.1 Client Side

B.1.1 SP_INSSITEMESSAGE
DELIMITER $$

DROP PROCEDURE IF EXISTS ‘webclient' . sp inssitemessage’$$
CREATE DEFINER= root @ %  PROCEDURE "webclient . 'sp inssitemessage’ (in pREMKEYID
int,
in pREMSEQUENCE int,
in pLASTREMSEC int,
in pDATA longtext)
BEGIN
declare vkeyid int;
declare vseqg int;
declare tint int;

set autocommit=0;
select count (keyid) into vkeyid from sitemessage where remkeyid= pREMKEYID;
if vkeyid=0 then

set vseg=0;

set vkeyid= sf seqgen('sitemessage.keyid') ;
commit;
else
select max (keyid), max (sequence)+l into vkeyid, vseqg
from sitemessage where remkeyid= pREMKEYID;
end if ;

delete from sitemessage where remkeyid=premkeyid and remsequence=premsequence;
insert into sitemessage

(KEYID, SEQUENCE, REMKEYID, REMSEQUENCE, LASTREMSEC, DATA, RECEIVEDATE)
values (vkeyid, vseq,pREMKEYID ,pREMSEQUENCE, pLASTREMSEC, pDATA, now());

commit;
END $$

DELIMITER ;

B.1.2 SF_SEQGEN
DELIMITER S$$

DROP FUNCTION IF EXISTS ‘webclient . sf seqgen  $S
CREATE DEFINER='root @ %' FUNCTION ‘“webclient' . 'sf seqggen’ ( pname varchar (50))
RETURNS int (11)
BEGIN
declare rparm numeric;
select (type numval + 1) into rparm from type table where type name= pname;
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update type table set type numval=rparm where type name= pname;
return rparm;
END;

$$

DELIMITER ;

B.2 Server Side

B.2.1 SP_INSSITEDATA
DELIMITER $$

DROP PROCEDURE IF EXISTS ‘webdata . sp inssitedata’$$
CREATE DEFINER= webuser @ %  PROCEDURE “webdata . sp inssitedata’ (in psiteid
int,in pREMKEYID int,
in pREMSEQUENCE int,
in pLASTREMSEC int,
in pDATA longtext)
BEGIN
declare vkeyid int;
declare vseqg int;
declare tint int;

set autocommit=0;

select count (keyid) into vkeyid from sitedata where siteid=psiteid and remkeyid=
pPREMKEYID;

if vkeyid=0 then

set vseg=0;
set vkeyid= sf seqgen('sitedata.keyid') ;

commit;
else

select max (keyid), max (sequence)+l into vkeyid, vseqg

from sitedata where siteid=psiteid and remkeyid= pREMKEYID;
end 1if ;

delete from sitedata where siteid=psiteid and remkeyid=premkeyid and remse-
quence=premsequence;

insert into sitedata

(SITEID,KEYID, SEQUENCE, REMKEYID, REMSEQUENCE, LASTREMSEC, DATA, RECEIVEDATE)
values (psiteid,vkeyid, vseq,pREMKEYID ,pREMSEQUENCE, pLASTREMSEC, pDATA, now());

commit;
END $$

DELIMITER ;

B.2.2 SF_SEQGEN

DELIMITER $$
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